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ABSTRACT

Malicious activities and alterations to integrated circuits have
raised serious concerns to government agencies and the semi-
conductor industry. The added functionality, known as hardware
Trojan, poses major detection and isolation challenges. In this
paper, we present a method to localize design switching to any
specific region independent from test patterns. The new architec-
ture allows activating any target region and keeping others quiet
which reduces total circuit switching activity. This helps magnify
the Trojan’s contribution to the total circuit transient power by
increasing Trojan-to-circuit switching activity (TCA) and power
consumption. The proposed method is aimed at improving the
efficiency of power-based side-channel signal analysis techniques
for detecting hardware Trojans. Our simulation results demon-
strate the efficiency of the method in significantly increasing
TCA.

Index Terms— Hardware Security, Trojan Detection, Trojan-
to-Circuit Activity, Scan-cell Reordering

1. INTRODUCTION

Design and fabrication of Integrated Circuits (ICs) are becoming
increasingly vulnerable to malicious activities and alterations with
globalization. These vulnerabilities have raised serious concerns
regarding possible threats to many critical applications. Respon-
sible for design or fabrication, the third party can maliciously
change the design before fabrication by inserting extra logic,
called a hardware Trojan. Hardware Trojans aim to fail the de-
sign in the field or transmit secret data to the adversary [1][2].
Therefore, confidence in imported products is a serious concern
especially in mission-critical applications.

Having the knowledge of IC fabrication and testing, an adver-
sary can design a Trojan that cannot be activated and detected with
traditional functional and structural tests. However, side-channel
signal analysis techniques over transient power have proven to be
highly effective in extracting information about the internal opera-
tion of designs [3][4]. In a power-based side-channel signal analy-
sis, it is possible to extract the Trojan signal by monitoring power
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pads/ports even in the presence of various types of noise, includ-
ing measurement noise, ambient noise, and other random signal
variations that manifest themselves during the circuit operation.

Although approaches such as circuit delay analysis, full acti-
vation of Trojans, randomization-based probabilistic analysis, and
extracting design characteristics are presented for hardware Trojan
detection [S][6][7][8][9]1[10][11], in this paper, we focus on the
methods that use transient power signals and perform switching
activity analysis to target hardware Trojans in integrated circuits
[3][12][13][14][16]. The methods that analyze circuit transient
power depend strongly on the effectiveness of patterns to magnify
Trojan contribution to circuit power consumption.

Authors in [12] present a method to generate power fingerprint
of genuine ICs considering various types of noise in the circuit.
Random patterns are applied to IC-Under-Authentication (IUA) to
generate a measurable difference between the power profiles of the
genuine IC and TUA. However, its effectiveness is limited when
targeting small Trojans. The proposed method in [13] is based on
analyzing local transient current from power ports on the target
chip. To alleviate the impact of process variations during mea-
surement, a calibration step is performed for each IUA before ac-
tual measurement. Trojan-inserted designs are distinguished using
outlier analysis. However, the capability of the method is not eval-
uated for small Trojan circuits in large designs. A multiple supply
transient current integration method to detect hardware Trojans in
IUA is presented in [14]. The current is measured locally from
various power pads or controlled collapse chip connections (C4s)
on the die. Random patterns are applied to increase the switching
in the circuit in a test-per-clock fashion [17].

In [15], a circuit is divided into regions consisting of a num-
ber of flip-flops and other components in a specific radius from
the flip-flops. Randomly generated patterns are grouped based on
generating high switching activity in a region while keeping the
rest of circuit at low activity. The method is not layout-aware and
does not consider the distribution of switching activity across the
layout of circuit in practice. In [16], the authors present a sus-
tained vector technique. A vector is applied to the circuit, and for
several clock cycles (up to 25) primary inputs are kept intact. State
bits (flip-flops) supply transitions in the circuit, and after some
clock cycles it is expected activities converge to a specific portion



of the circuit. Applying the next vector would target another por-
tion of the circuit. Authors in [11] proposed a technique to elim-
inate the rare triggering conditions in circuits by adding dummy
scan flip-flops to improve the controllability of the low transition
probability nodes. Finally, authors in [18] present a taxonomy for
Trojans and discuss the issues related to hardware Trojan detection
and isolation.

To avoid easy detection, an adversary can design the Trojans
to have little impact on circuit power. Developing a pattern gen-
eration strategy to localize switching and reduce the background
noise (i.e. circuit noise) is an extremely challenging task. In this
work, we propose a design technique that helps localize switch-
ing in the circuit without any requirement to any specific pattern
set. Regional activation to limit transitions to a target region of
the circuit while keeping other regions quiet would be an effective
way to increase the ratio of Trojan-to-circuit power consumption.
The methods proposed in [12][13][14][16] can be significantly en-
hanced when combined with our switching activity localization
technique.

1.1. Contributions and Paper Organization

In general, scan chains provide increased controllability for the
circuit-under-test [ 17]. It has been demonstrated that there is high
correlation between switching activities in the internal nodes of
a circuit and the transitions taking place in scan cells [19]. The
Trojan contribution to circuit power consumption can be minimal
considering the circuits’ high switching activity during functional,
test, or authentication modes. All the previously proposed power-
based signal analysis methods to detect Trojans lack an efficient
localizing transition generation strategy. In this paper, a new scan-
cell reordering method is proposed to localize switching activity in
an IUA. The proposed method is layout-aware and can effectively
restrict switching activity within a target region.

Simulation results show that by partially activating a circuit
(i.e. the target region experiences switching while other regions
are kept quiet), it is possible to considerably increase the ratio
of Trojan-to-circuit activity (TCA). Our method is able to in-
crease TCA by significantly reducing circuit switching activity
(also called background noise). Note that in this work we do not
assume to have any knowledge of the size, type and location of
Trojans in a circuit. Also, note that the adversary will not be able
to evade the authentication process by using a test enable signal in
the Trojan circuit since the test enable signal must switch between
test mode and functional mode. Therefore, our method is able to
deal with such attempts and effectively target Trojans even if the
Trojan is only active during functional mode.

The paper is organized as follows. The layout-aware scan-cell
reordering method is presented in Section 2. Simulation results are
presented in Section 3. Finally, Section 4 presents the concluding
remarks.

2. SCAN CELL REORDERING
In general, transitions in a circuit are mainly caused by transi-
tions on primary inputs and scan flip-flops. In large designs, the

Scan-in 1 Scan-out 1 T Scan-in 2

I
|
|
::I Scan chain 1 : __:I
|
|

Scan-out 2 T

Scan chain 2

Test Enable (TE) I

|
T
|
_.| Scan chain 4 : ::|
|
|
h

Scan chain 3

'

Scan-in 4 Scan-out 4 l Scan-in 3 Scan-out 3

Fig. 1. Layout-aware scan-cell reordering concept.

primary inputs’ ability to cause switching is restricted to the first
levels of the circuit. However, the scan architecture allows access
to internal cells of the circuits. Furthermore, the total power con-
sumption of the circuit under test (CUT) is highly correlated with
the total number of transitions in the scan cells during scan-based
testing [19][20]. During scan insertion, scan cells are grouped into
a number of scan chains. They can be grouped based on different
criteria.

Scan-cell reordering techniques have already been proposed to
reduce power during scan test [21][22], enhance delay fault cov-
erage [23][24], or minimize scan paths [25][26]. In this work, we
also develop a scan cell reordering method but for improving Tro-
jan detection using power-based signal analysis. In general, scan
cells are scattered across the layout, and many gates can be acti-
vated at the same time across the layout during IC authentication.
Reordering of scan cells based on their geometric positions can
significantly restrict switching activity into a specific region.

Figure 1 shows the basic concept of layout-aware scan-cell re-
ordering. Assume that the design with four scan chains is divided
into four regions. The method forms the scan chains such that
scan cells placed in each selected region are connected to each
other. It is to ensure that the scan chains have the same length,
but that is not a requirement. The technique enables magnifying
the Trojan’s impact by increasing the Trojan-to-circuit power con-
sumption ratio, by maximizing switching in the target region (e.g.
the region containing scan chain 4) while minimizing switching in
all the other regions (1, 2, and 3).

As an example, Figure 2 shows the organization of scan chains
in a small ISCAS’89 benchmark s838, where 32 scan cells are
grouped into four scan chains using the Synopsys Design Com-
piler [27]. The figure shows that scan chains are scattered across
the layout, and the entire design is subjected to dispersed transi-
tions using each of scan chains. Our proposed procedure groups
scan cells based on their final physical location in the layout. Due
to the lack of placement information at the front-end phase dur-
ing scan chain insertion, it is not possible to group scan cells and
arrange scan chains based on geometric information. Therefore,
we perform layout-aware scan-cell reordering after placement and
before routing.

The reordering procedure obtains placement information of
scan cells and re-stitches scan chains. Although the basic idea
is applicable to any design environment, here, the procedure is
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layout-aware scan-cell reordering.

implemented using Synopsys Astro [27]. First, the placement in-
formation of scan cells is extracted. Then, the available connec-
tions between scan cells are removed. In the following, scan cells
are connected to each other based on the physical information and
the number of regions (V). Finally, the netlist is updated with re-
stitched cells to be considered for routing. The entire procedure
has been automated in our simulation flow.

The number of regions, N, determines the size of the regions.
With large NV, each region consists of a small number of compo-
nents. A small region may magnify the impact of Trojan activ-
ity on the design’s power profile because there is less activity in
the entire design. On the other hand, small regions may decrease
transition probability of the Trojan since some of the Trojan inputs
may be from regions kept inactive. In contrast, large regions can
increase the probability of generating a transition in a Trojan, but
the Trojan impact can be lessened due to an increase of activity in
the entire design.

Trojan components can be distributed over the entire layout,
and their inputs may originate from several different regions. Au-
thentication of all combinations of regional activation for designs

Region 1
s38417: 15.7%, 15.8%, 15.2%, 15%
§35932: 11.6%, 11.4%, 11.9%, 11%

Region 2
s38417: 7.1%, 7.2%, 7.2%, 7%
§35932: 8.3%, 7.5%, 8.2%, 6.8%

Region 4
s38417: 67.5%, 67.7%, 69%, 68.3%
§35932: 69.7%, 71%, 69.3%, 73%

Region 3
$38417: 9.7%, 9.3%, 9.6%, 9.5%
$35932: 10.3%, 9.9%, 10.4%, 9%

Fig. 4. The percentage of switching activity in each region of
s38417 and s35932 after running four simulations. The results are
shown as (Runl, Run2, Run3, Run4) for each benchmark.

with large N would be time-consuming. Suppose the design is
divided into N regions, then there are ((]f) + -+ (%)) combi-

nations to be considered during authentication. However, in prac-
tice, it is not necessary to examine every combination of regions.
The number of gate inputs (or fan-in) is limited by the technol-
ogy library. Even the adversary may not necessarily be able to
design a gate with high fan-in to reduce its activity since such a
gate greatly impacts the delay characteristics of the design and can
easily be detected using delay-based techniques [5][6]. This fact
leads to only inspect ((]f) +F ( IWJL\;)) combinations where
I a2 1s the largest fan-in in the utilized technology library.

Figure 3 shows the new organization of scan chains in s838
benchmark after performing our layout-aware scan-cell reorder-
ing. In this design, the scan cells are grouped into four regions,
N=4, as if the circuit layout is divided by 4 based on the location
of the cells. The effectiveness of scan-cell reordering in limiting
switching activity in any target region is evaluated in larger IS-
CAS’89 benchmarks, s38417 with 1564 flip-flops and 4933 gates,
and $35932 with 1728 flip-flops and 3926 gates. Using our layout-
aware scan-cell reordering method, scan cells in both benchmarks
are grouped into N=4 regions with each benchmark consisting of
48 scan chains. The simulation is run four times, and each run
consists of three pattern sets. Each time different random patterns
are applied. Each pattern set consists of 41 test vectors in $38417
and 46 test vectors in $35932. Patterns apply random ‘0’ and ‘1’
to scan chains covering the target region at the left bottom cor-
ner of the benchmarks’ layouts while a ‘0’ is applied to all other
scan chains. To increase randomness, the circuit is always set to
scan mode by keeping the test-enable (TE) input active; however,
other cases such as using TE and the functional capture clock can
be applied as well in case the adversary uses TE to deactivate the
Trojan in test mode. The percentage of activity in each region
of the benchmarks is reported in Figure 4 as (Runl, Run2, Run3,
Run4). The results clearly indicate that in all four runs switching
activities are mostly limited to the target region labeled ‘Region 4’
in Figure 4 while the other regions are kept fairly inactive in both
benchmarks. Note that our detailed analysis demonstrated that the
majority of transitions in the non-target regions take place in cells
adjacent to the target region.

Regions are controlled by scan-chains; therefore, the number
of scan chains may determine /N. Given the limitation on the num-
ber of pins used for testing, when the number of regions is large,
a compression-like architecture including a phase shifter can be
used. Our technique has no impact on the pattern generation flow
and fault coverage, and it does not pose area and pin overheads.
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3. SIMULATION RESULTS

Four layouts of the s38417 benchmark with different number of
regions are generated (i.e. N =4, 9, 16, and 24.) Four combina-
tional comparator Trojan circuits with 4 (consisting of 3 gates), 6
(consisting of 7 gates), 12 (consisting of 15 gates), and 18 (con-
sisting of 23 gates) inputs are designed. Note that our method
works as effectively for sequential Trojans, as well. The origi-
nal design is synthesized using the Synopsys Design Compiler,
and the layout is generated using the Synopsys Astro [27]. The
scan-cell reordering procedure is applied with different N's. After
obtaining the DEEF file of each new design, the circuit is updated
by inserting Trojan cells into unused spaces in the circuit layout
and making the required connections. Considering four Trojans
and four regions, in total, 16 different designs are created. Ver-
ilog code corresponding to each design is extracted and used for
simulation at the logic level [27]. The Synopsys’ Verilog com-
piler (VCS) is used to analyze switching activity of Trojans and
designs. Furthermore, the HSPICE model of Trojan-inserted de-
signs is extracted by StarRCXT [27]. NanoSim is used to perform
simulation at the circuit level [27]. Four power ports are placed
at the four corners of every design during power distribution net-
work synthesis phase, and the circuit power consumption is the
superposition of current drawn from the power ports.

In this section, we use the term “local activation” for applying
random patterns to a target region using reordered scan cells and
the term “global activation” when applying random patterns to the
design in a traditional manner (i.e. without reordered scan cells
and all scan chains are activated). Simulation for each design is
done by applying K =100 random vectors. A larger number of
vectors may be needed for larger designs.

The Trojan’s impact is evaluated by Trojan-to-circuit activity
(TCA) which is defined as the ratio of the number of transitions
inside Trojan to the number of transitions in the entire circuit. Fig-
ure 5 shows the impact of localization with different /N's on Trojan
activity. “Average TCA” is defined as the ratio of the total number
of transitions inside the Trojan to that of the circuit over the entire
simulation time. In Figure 5(a), “Normalized Average TCA” is the
ratio between the average TCA of local activation with specific N
and the Average TCA of global activation. Figure 5(a) shows that
the Normalized Average TCA increases by localizing switching

activity to smaller regions (i.e. larger /V) by up to 30X. Local acti-
vation significantly reduces circuit activity (i.e. background noise)
and magnifies the Trojan’s contribution. The results indicate that
the Average TCA of global activation is less than local activation
for all values of N, even though the greater number of transitions
is observed inside Trojan circuits. For example, Normalized Av-
erage TCA of 18-input comparator Trojan increases by about 20X
with N =24 compared with the global activation in Figure 5(a).

“Peak TCA” indicates the maximum value of TCA calculated
per clock cycle. “Normalized peak TCA” is the ratio between the
Peak TCA of local activation with specific /N and the Peak TCA
of global activation, in Figure 5(b). The Normalized Peak TCA
points out cases where the Trojan’s impact exceeds the impact of
process variations, and the Trojan can be detected much more eas-
ily. The results show that even for small Trojans, the Normal-
ized Peak TCA increases significantly, which can help effectively
detect them in the presence of process variations. For instance,
the peak TCA of 18-input comparator in the local activation with
N =24 is about 13X more than that of the global activation in
Figure 5(b). It is observed that Normalized Average TCA de-
creases from N =9 to N =16 for the Trojans’ 12- and 18- input
comparators. This is caused by Trojans’ implementation; they are
distributed among several regions, and we observe that there are
fewer Trojan gates in the target regions. Therefore, the Trojans’
activities relatively decreases while circuit activity increases with
N =16 compared with N =9.

For the 18-input comparator Trojan, Figure 6 shows TCA per
vector for N =1 (global), 9, and 24. The results for N=9 and 24
have been normalized with respect to N=1 The figure emphasizes
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that the impact of the Trojan on design’s power consumption de-
pends on both Trojan activity and circuit activity. The larger num-
ber of transitions in the Trojan does not necessarily make Trojan
detection easier as circuit activity may mask the Trojan’s contribu-
tion to the total circuit power. The results show that most often, in
the entire simulation, the TCA of global activation, where N=1, is
nearly zero. In contrast, for N =9 and 24, the Trojan contribution
is significantly magnified up to 168X. The same analysis is done
for N =4 and 16, and similar results are obtained. Therefore, by
using power analysis based techniques [12][13][14], it is possible
to more effectively detect Trojans with local activation.

Figure 7 shows the contribution (difference between Trojan-
inserted and Trojan-free circuits) of the 18-input comparator Tro-
jan when N=24 on circuit current consumption during application
of vectors 67 to 74, and Table 1 presents detailed analysis of cir-
cuit activity in this interval. Table 1 also shows the behavior of
global activation during this time. For example, vector 67 gener-
ates one transition in the Trojan (shown as TA) while the number
of transitions in the circuit (shown as CA) is 115; therefore, the
TCA of local activation would be 0.0087. The same analysis is
done for global activation, and results show 12 transitions in the
Trojan while 2051 transitions are generated in the circuit, hence,
the TCA of global activation would be 0.0058. Comparing both
TCAs indicates that global activation masks the Trojan’s contribu-
tion to total switching because of high switching activity, as back-
ground noise of the circuit. The TCA of local activation is 1.6X
higher than the TCA of global activation even though it generates
12 times less transitions in the Trojan. Similar results are obtained
for other vectors (68-74) as well. The final row in the table shows

TCA(locall) where in all cases, TCA(local) is considerably larger

TCA(global)
than TCA(global); up to 27X for vector 73.

The impact of the Trojan on circuit power consumption can be
seen in Figure 7. For example, vector 73 has significant impact
on the current trace at time 735nsec compared with the other vec-
tors, and Table 1 accordingly shows that the TCA (and accordingly

%) of vector 73 is greater than other vectors. HSPICE

simulation results show that the average current consumption of
the Trojan (Tj. Avg. Curr. Cons.) of vector 73 is 7.84A, which
is greater than other vectors. To compare the impact of the Trojan
in local and global activations on circuit power consumption, in
rows 7 and 13, Trojan power (current) consumption is normalized
by circuit’s average current consumption (Cir. Avg. Curr. Cons.)
per vector. The normalized values also show the larger impact of
local activation on the Trojan’s power consumption.

Adversary may design Trojan circuit to be inactive during au-
thentication time when TE signal is active. Trojan may use TE
signal as a trigger input and starts working when TE signal is in-
active, i.e. the circuit is in functional mode. To address this issue,
TE signal must be switched on and off frequently. When TE sig-
nal is on (high), the circuit is in shift (or scan) mode and we shift
one or more bits into the scan chain. To see impact of the new ran-
dom pattern in the scan chain, we switch back TE signal to low.
This will allow the pattern to be applied from scan flip-flops to the
circuit under test and responses will go back to the scan chain.

18-input comparator is equipped with TE signal such that it
is fully functional when TE signal is off. To evaluate alternat-
ing TE signal, four cases are simulated and Normalized Average
and Peak TCAs are measured for N =9 and 24. In the first
case, TE1(1)0(1), TE signal is switched by each clock cycle.
In the second case, TE1(10)0(1), TE signal is on for ten clock
cycles and then switched off for one clock cycle. In the third
case, TE1(30)0(1), on state of TE signal lasts for 30 clock cy-
cles and then switched off for one clock cycle. The final case is
TE1(100)0(0) where TE signal is kept high for the entire simula-
tion. Lengthening the high duration of TE signal would magnify
TCA since circuit is subjected to less switching activity. The re-
sults, in Table 2, show that the 18-input comparator Trojan impact
would be exposed by switching TE signal between on and off.
The results show that the Normalized Average and Peak TCAs
considerably increases (up to 12X) by using larger N and keeping
TE signal high for more number of clock cycles. It should be
noted that the Normalized Average and Peak TCAs are less com-
pared with results shown in Figure 5. This is because of functional
dependency among the vectors, when switching TE signal on and
off.

4. CONCLUSIONS

This paper presented a new layout-aware scan-cell reordering
method aiming at limiting switching activity to a specific region
to improve Trojan detection. The results showed that switching in
most of the non-target regions can be reduced significantly. The
impact of the region’s size was evaluated, and the results indicated
that smaller regions can more effectively magnify Trojan activity
in comparison with global activation. Meanwhile, the method
can be used for localizing hardware Trojans. In future work, we
will address process variations. In addition, the effectiveness of
the proposed technique in dealing with sequential Trojans will
be evaluated. We will design and fabricate a circuit while the
technique will be applied in physical design, and capability of the
technique will be evaluated in practice.



Table 1. The 18-input comparator Trojan-inserted circuit activity analysis.

Vector index 67 68 69 70 71 72 73 74
TA 1 4 6 1 2 6 8 6
CA 115 139 135 107 141 105 133 139
Local TCA 0.0087 0.028 0.045 0.0093 0.014 0.057 0.060 0.043
Tj. Avg. Curr. Cons. (uA) 7 4.4 6.2 0.8 2.4 6.2 7.8 42
Cir. Avg. Curr. Cons. (nA) 1060 1080 1100 1060 1100 1120 1100 1120
Current Ratio (Tj./Cir.) 0.0066 | 0.0040 | 0.0056 | 7e-04 | 0.0021 | 0.0055 | 0.0070 | 0.0037
TA 12 8 5 10 10 6 4 4
CA 2051 1998 1889 1763 1667 1804 1788 1773
Global TCA 0.0058 | 0.0040 | 0.0026 | 0.0056 | 0.0059 | 0.0033 | 0.0022 | 0.0022
Tj. Avg. Curr. Cons. (nA) 16.6 94 82 7 52 26 7.8 8.8
Cir. Avg. Curr. Cons. (nA) 4660 4760 4800 4620 4740 5200 4540 4860
Current Ratio (Tj./Cir.) 0.0035 | 0.0019 | 0.0017 | 0.0015 | 0.0010 | 0.0050 | 0.0017 | 0.0018
TCA(Local)/TCA(Global) 1.5 7 17 1.6 2.3 17 27 19

Table 2. Test enable signal alteration analysis for 18-input Trojan.

Normalized Average TCA

Normalized Peak TCA

9 Regions | 24 Regions

9 Regions | 24 Regions

TE1(1)0(1) 1.29X 1.57X 1.46X 2.68X
TE1(10)0(1) 2.4X 2.6X 2.31X 2.75X
TE1(30)0(1) 3.59X 4.26X 5.90X 5.68X
TE1(100)0(0) 6.19X 11.90X 5.55X 16.66X
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