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ABSTACT
Trust in reference to integrated circuits addresses the concern
that the design and/or fabrication of the IC may be purposely
altered by an adversary. The insertion of a hardware Trojan
involves a deliberate and malicious change to an IC that adds
or removes functionality or reduces its reliability. Trojans are
designed to disable and/or destroy the IC at some future time
or they may serve to leak confidential information covertly to
the adversary. Trojans are cleverly hidden by the adversary to
make it extremely difficult for chip validation processes, such
as manufacturing test, to accidentally discover them. This
paper investigates a power supply transient signal analysis
method for detecting Trojans that is based on the analysis of
multiple power port signals. In particular, we focus on deter-
mining the smallest detectable Trojan in a set of simulation
models that characterize a TSMC 0.18 um process.
1.0 Introduction

The globalization of the integrated circuit industry in com-
bination with the dramatic increases in the complexity of ICs
have raised new concerns regarding the integrity of ICs [1][2].
The threat is the malicious modification to the function of a IC
or the inclusion of additional circuitry designed to enable an
adversary to destroy, disable or remotely control the IC through
a back door at a time of his or her choosing. Logic-based test-
ing techniques designed to uncover the presence of Trojans are
not likely to be effective against even the simplest Trojan hid-
ing techniques. Techniques that relay on physical inspection
and destructive reverse engineering are difficult and costly.

Parametric testing techniques such as those based on power
supply are better suited for Trojan detection but need to be
optimized for Trojan detection for several reasons. First, the
adversary can configure the Trojan to have a minimal impact
on the IC’s nominal quiescent (Ippg) or transient (Ippt) power
supply current. Therefore, conventional testing methods that
measure global, chip-wide, behavior of Ippq or Ippr, are inef-

fective because of very small Trojan-signal-to-background-cur-
rent ratios that are present in multi-million transistor chips.
Second, process variations are increasing significantly in
advanced technology nodes, making it more difficult to differ-
entiate between signal variations introduced by process anoma-
lies and those introduced by Trojans. Third, given process
noise, statistical detection techniques need to be applied.
Unlike existing defect detection techniques that analyze power
supply currents, statistical thresholds need to be developed
from simulation models for the purpose of detecting Trojans.
This is true because all or a large fraction of the ICs may con-
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tain Trojans and cannot be used in the threshold defining pro-
cess.

We describe a hardware Trojan detection method that
addresses these issues. The method analyzes an IC’s supply
current measured from multiple supply ports to deal with the
small Trojan-signal-to-background-current ratios. Simple cali-
bration circuits and procedures are used to reduce the adverse
impact of process variations on Trojan sensitivity. The calibra-
tion technique transforms the measured currents for each IC to
match those produced from a golden, Trojan-free simulation
model. Anomalies that persist after the transformation can only
be produced by the presence of a Trojan or a defect. A Trojan
is distinguished from a defect when multiple ICs have the same
or a similar anomaly.

In this paper, we describe our Trojan detection method and
evaluate its detection capabilities using simulation experi-
ments. Ten different layouts containing an ISCAS ‘85 bench-
mark circuit are constructed in a TSMC 0.18 um six metal
layer process [3][4]. One of the layouts is Trojan-free. In the
nine other layouts, extra gates are added to model the Trojan,
with each layout containing one more extra gate than the previ-
ous layout. Simulation models are extracted from the layouts
and simulation experiments are performed to determine when
it is possible to detect the Trojan. The results of our sensitivity
analysis indicate that it is possible to detect Trojans that are
implemented using only a few spatially disjoint gates without
activating them.

2.0 Background

There are a wide variety of hardware security issues that
have been recently addressed. References [5-8] provide a few
examples from a growing body of research in this area. How-
ever, hardware Trojans are a new concern and consequently,
the literature has few published works on the topic.

The use of power supply transient signals, also called side-
channel signals in the security community, for the detection of
Trojan signals is proposed in [9]. The authors analyze a single
global transient in their proposed method and therefore, their
method does not scale with larger ICs. Moreover, process vari-
ations have a significant impact on the measured transients and
therefore, a method for calibrating for them is essential.

We have proposed several power supply detection and pro-
cess calibration methods in previous work for detecting manu-
facturing defects [10][11][12]. In this work, we develop a
transient signal calibration method and demonstrate the effec-
tiveness of our methods for detecting Trojans.
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Figure 1. Architecture of simulation model

3.0 Experiment Setup
Figure 1 shows a top level view of the design used in the
simulation experiments. It consists of four ‘quads’ labeled Q;

through Q4. A copy of the c499 ISCAS ‘85 benchmark circuit
is inserted into each quad. The c499 in Quad Q; is modified to

include nine rectangles. These rectangles are ‘holes’ in the lay-
out and correspond to the size of a typical standard cell. Tro-
jans are modeled by inserting a gate into one or more of these
rectangles, as explained below.

The design in Figure 1 was constructed using the technol-
ogy rules for the TSMC 0.18 um process [4]. The power grid is
routed in a standard mesh configuration over all six metal lay-
ers available in the process. Nine power ports, labeled PP

through PPy, connect to the power grid in the top most metal

layer. The ground grid is interleaved with the power grid (not
shown) and is configured in a similar fashion.

Ten different layouts of the design were constructed. In the
Trojan-free version, all nine of the rectangles are empty. In the
first Trojan layout, a standard cell gate is inserted into one of
the rectangles and is connected to nodes in the surrounding
neighborhood. This process is repeated for each of the remain-
ing (eight) Trojan layouts, with one additional standard cell
gate added in each successive layout. The Trojan models are
referred to as T; (one gate version) through Ty (nine gate ver-

sion). The position of the rectangles are kept constant in all ten
layouts to minimize the differences.

A set of fifteen simulation models are extracted from the
Trojan-free layout using published process parameters for the
TSMC 0.18 um process [4]. Ten of the simulation models are
used to define statistical limits as described in Section 4.2. The
remaining five are used as control samples to evaluate the false
alarm rate of our Trojan detection method. False alarms occur
when a Trojan is detected in one of the Trojan-free simulation
models that are designated as control. For each of the nine Tro-
jan designs, ten simulation models are extracted using the same
process models that are used to create the Trojan-free (non-
control) versions.

Two test sequences are used as a stimulus to evaluate Tro-
jan sensitivity. Both propagated signals along the same paths in
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Figure 2. Trojan gate sensitization criteria under test
sequences

the Q; copy of the c499 shown in Figure 1. The difference in
the stimuli is related to the off-path inputs of the inserted Tro-
jan gates. Figure 2 shows the two scenarios, labeled (a) and (b),
using an AND gate to represent the Trojan. One of the inputs of
the AND is connected to a sensitized path in the c499. The
other input is held constant at one of two values. In (a), a non-
controlling value is placed on the off-path input. Therefore,
when the test sequence is applied to the PIs of the c499, the
propagating signal causes the AND gate’s output to switch
(and consume power). We refer to this test sequence as TS,. In
(b), a controlling value is placed on the off-path input prevent-
ing the AND gate from switching. Therefore, only the capaci-
tive loading of the on-path input can affect the power
consumption. We refer to this test sequence as TSy, Note that
the output of the Trojan is not connected in our experiments. In
an actual Trojan instance, it would be connected to other gates
in the design (otherwise, it would have no effect), and the
impact on power consumption would be larger than that mea-
sured in our simulation models. Our objective is to investigate
sensitivity and therefore we chose to minimize the power
impact of the Trojan. This configuration is repeated for Trojan
models that incorporated more than one gate, i.e., T, through
To.

In addition to the two test stimuli, our method requires the
application of a set of calibration tests. These are briefly out-
lined in the next section. A full description of the calibration
process and it’s impact on detection sensitivity is given in ref-
erence [13].

4.0 Trojan Detection using Power Supply Transient
Signals (IDDT)

The power supply transient analysis (Ippt) technique that
we propose analyzes local Ippt measurements obtained from
the multiple, individual power ports on the chip. The IppT sig-

nals are measured from each of the power ports as a test
sequence is applied to the inputs of the core logic. The IppTs

of neighboring power ports, e.g. PPy and PP in Figure 1, are

compared to identify anomalies introduced by the presence of a
Trojan circuit. We describe a statistical method to identify
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Figure 3. Calibration circuit step responses (left)
and their integrated derivatives.

anomalies in Section 4.2. In order to reduce the adverse effects
of process variations, we first apply a set of calibration tests as
described below.
4.1 Calibration

Calibration is used to deal with process variations that
occur in the chip’s core logic, power grid and off-chip connec-
tions to the power ports. Calibration is carried out on each IC
using a set of inserted calibration circuits. Figure 3 shows a cal-
ibration circuit represented by a p-channel transistor whose
gate is connected to the output of a scan flip-flop (FF). The
source of the p-channel is connected to the power grid in metal
1 directly underneath the power port, e.g., PPy in the figure.

Although not shown in Figure 3, the same arrangement would
be implemented for each of the other power ports.

A calibration test is carried out by configuring the scan
chain to deliver a step input to the gate of the p-channel transis-
tor. This can be implemented by scanning a 0 through the scan
chain with all other elements initialized to 1. The step input
enables the p-channel transistor and effectively creates a short
between Vpp and GND. The step input response is then mea-
sured at each of the power ports. Example waveforms are
shown for PP, and PPy in the figure. The impulse responses are
obtained from the step responses by taking the derivative. The
areas under the derivative waveforms are computed and
inserted into a calibration matrix. The nine power ports and
nine calibration tests produce a set of eighty-one areas that
define the matrix. This process is repeated using a simulation
model. The two matrices define a transformation matrix that is
used to calibrate the waveforms measured under the Trojan
tests. The calibration process is described in detail in reference
[13].

4.2 Scatterplot Analysis for Trojan Detection

We propose a robust statistical analysis technique to detect
transient signal anomalies introduced by Trojans. As indicated
in Section 3.0, we apply two test sequences to each of the one
hundred simulation models and measure the Iyt areas pro-

duced on each of the nine power ports. The areas from the ten
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Figure 4. Scatterplot of Trojan-free Ipprs and passive
and active 3-gate Trojan (T5) from 10 process models for
power port pairing PP, and PP,.

Trojan-free simulation models are first calibrated to reduce the
adverse impact of process variations. The calibrated areas from
pairs of neighboring power ports are then plotted in two-
dimensional scatterplots. The mean and variation of the data
points in each scatterplot are used to derive the statistical limits
of an enclosing ellipse. The region enclosed by the ellipse
defines the space in which the data points from Trojan-free ICs
are expected to fall. Data points that fall outside the limits are
deemed to belong to an IC with a Trojan.

As an example, Figure 4 shows the scatterplot of calibrated
Ippr areas for supply port pairing PP; (x-axis) and PP, (y-
axis). The circles represent the data points from the ten Trojan-
free simulation models under either of the test sequences. A
three sigma prediction ellipse is derived from these points and
defines the Trojan-free space. The elliptical bound is computed
from the eigen values of the Trojan-free covariance matrix and

a three 6 X2 (chi-square) distribution statistic. The square data
points are from the ten T3 (3 gate Trojan) process models under
the test sequence TS,, as described in reference to Figure 2(a)
while the triangular data points are those obtained under the
test sequence TSy, from Figure 2(b). Since this power port pair-
ing is close to the quad with the Trojan anomaly, all except two
of the T; data points under either test sequence are detected as
outliers, where an outlier is defined as a data point that falls
outside of the three ¢ ellipse.

The process of determining whether a given Trojan under a
specific process model is detected is based on outlier analysis
of scatterplot data as described above. For each model, twelve
scatterplots are analyzed, one for each adjacent power port
pairing as shown in Figure 1, e.g., PPy-PP;, PP;-PP,, PP,-PP;,
PP,-PP,, etc. If any one of the twelve Trojan data point falls
outside the limits across the twelve scatterplots constructed
from Trojan-free data, the Trojan is identified as detected. The
results of our simulation studies on the ninety Trojan models is
given in the next section.

5.0 Simulation Results
As indicated in Section 3.0, we constructed fifteen Trojan-
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Figure 5. Detection results of nine Trojans across the
ten process models under test sequence (TS,).

free simulation models. We used ten of those models in defin-
ing the three sigma ellipses for each of the twelve scatterplots.
The remaining five Trojan-free models were used as control
samples. The data points from the control samples all fell
within the ellipses and therefore, in these experiments, there
are no false alarms to report.

Figures 5 and 6 give the results for the ninety Trojan exper-
iments under test sequences TS, and TSy, respectively. The x-
axis gives the ninety experiments grouped in clusters of nine.
The labels p!I through p10 associated with the clusters refer to
the ten process models. Each cluster contains nine bars, one for
each of the nine Trojans. The height of the bar indicates the
number of data points that fell outside of the limits. Given that
twelve scatterplots were analyzed in each experiment, the max-
imum number of detections is twelve.

As discussed in Section 3.0, test sequence TS, assigns non-
controlling values to the off-path inputs of the Trojan gate(s).
This enables the Trojan gate(s) to switch as the on-path input
(the input connected to the sensitized path in the c499) toggles.
Therefore, the number of detections under TS, is expected to
be larger than the number under TSy, This trend is clearly visi-
ble by comparing the height of the bars in the histograms of
Figures 5 and 6. In fact, it is always true that the number of
detections for a Trojan under any given process model in Fig-
ure 5 is always larger than the corresponding number in Figure
6. A second important trend that is clear from the histogram is
the number of detections increases as the number of Trojan
gates increases. For example, T; (one-gate Trojan) is not
detected except under three process models in Figure 5 (p2, p8
and p9), while T, is detected in all process models and is
detected more often. This is expected since T, includes two
gates, one of which is the same Trojan gate as T;. A similar
trend is observable for the T5 through Ty in both sets of results.

The goal of these experiments is to determine the sensitiv-
ity of our methods to Trojans. The results in Figures 5 and 6
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Figure 6. Detection results of nine Trojans across the
ten process models under test sequence (TSy)

indicate that we can reliably detect Trojans as small as two
gates when at least part of the Trojan switches in response to a
test sequence. This number increases to four gates for Trojans
that do not switch. Note that it may be possible to identify the
presence of one gate Trojans under TS, and two gate Trojans

under TS}, since the number of detections is non-zero for some
process models.

6.0 Conclusions
A test strategy that detects anomalies introduced by the

Trojan in the power port currents is proposed. A calibration
technique is proposed to deal with the adverse effects of pro-
cess variations on Trojan resolution. A statistical analysis pro-
cedure is defined that enables the detection of Trojan
anomalies in the power supply transient currents of an IC. Our
simulation results demonstrate that it is possible to detect Tro-
jans implemented with as few as 3 gates and that activation of
the Trojan is not necessary. We are currently investigating our
method on a large microprocessor architecture to determine the
scalability of our technique.
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