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ABSTRACT

This paper studies Random Request Distribution and Load Balancing Cache protocol (RLC) and Randomly Selected and
Limited Look at neighbor (RSLL) cache algorithm based on Byte A ccess Frequency Factor (BAFF) for internet services
with multimedia and dynamic web content. The RSLL cache algorithm considers reducing response time and achieving
good load balance among web servers using limitation of look at neighbor web server's cached contents and random
distribution of web client requests. Our cache protocol and agorithm achieve up to 63% gain in performance for response
time and 9.3 times more memory hits compared with conventional LRU and LFU algorithms. This approach has good
performance gain both in current web client’s request pattern such as non-uniform request pattern and in ideal web
client’s request pattern such as uniform request pattern. The RLC cache protocol updates cached dynamic contents
completely and consistently in distributed cooperative web servers. Recently, fast response time for web client request
has become more and more important in web servers. Therefore, by using this cache protocol and cache algorithm for
web servers, we can build scalable web servers supporting very fast response times, high memory hit rate, and excellent
load balancing of distributed cooperative web servers.
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1. INTRODUCTION

Web servers provide two types of data [4,5,11]: static data from files stored on a server and dynamic data
which are constructed by programs that execute at the time arequest is made. Dynamic pages are essential at
websites that provide frequently changing data [4,5]. Examples include sport sites, stock market sites, and
virtual stores or auction sites where information on product availability or pricing is constantly changing.
There are several problems with providing dynamic data to clients efficiently and consistently. A key
problem with dynamic data is that dynamic pages can seriously reduce web servers performance. The
performance bottleneck is often the CPU overhead associated with generating dynamic pages. Another
problem is determining what pages should be cached and when a cached page has become obsolete. Thus, to
improve the performance of web server, a key requirement for many websites providing static and dynamic
dataisto completely and consistently update pages which have changed.

Numerous papers [1,2,3,6,7,8,17,19,21,22] discuss caching of web content; however, they focus on
caching static data and intentionally avoid caching dynamic data. Furthermore, they concentrate on proxy
caching rather than server-side caching. Proxy caching of dynamic content may not be feasible because it
does not permit caching of authenticated content. Proxy caching has also other problems such as an obsolete
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of cached data, long response time for web client request while proxy server searches requested data in multi-
level hierarchical structure, and increase of network bandwidth for message communication among
distributed proxy servers.

Currently the best ways of web cache protocol and algorithm design are to analyze web client’s request
pattern. Although many researchers [4,5,9,10,11,12,17,19,21] have tried to find a regular model to fit a web
client’s request pattern by analyzing some real log traces in several web servers, there are no satisfactory
resultsin this area because there are so many different characteristics amonglog traces in web servers. Some
general agreements in web client’s request pattern are that hot documents are received higher requests than
others and most of a web client’s requests are concentrated in ~10 - 20% of total documents in web servers.
From these results we propose a new caching protocol RLC (Random Request Distribution and Load
Balancing Caching Protocol) and a new cache algorithm RSLL (Randomly Selected and Limited Look at
neighbor). This protocol and algorithm achieves excellent cache hit rate, response time, load balancing, and
memory utilization compared to LRU and LFU algorithms. The RLC protocol caches static and dynamic data
cooperatively and allows duplication of a hot content among web servers. The RSLL cache algorithm is
based on Byte Access Frequency Factor (BAFF) [14]. The RSLL also has a special feature treating hot
documentsin aweb server. RSLL cache algorithm is not only suitable for current web client’ s request pattern
such as non-uniform discrete random variation but also works well in ideal web client’s request pattern such
as uniform discrete random variation.

There are many web caching schemes proposed in the literature [1,2,3,4,5,6,7,8,12,17,19,21]. Due to
space limitation, the overview of the approaches is omitted here. Please refer to the individual work for the
description of the schemes. The layout of the paper is described as follows: in Section 2 we discuss our
scalable web server architecture; in Section 3 we look at the RSLL cache algorithm; in Section 4 we discuss
the distributed cache content management protocol; in Section 5 we explain our simulation environment and
analytical results of our cache protocol and cache algorithm. Finally, we conclude the paper in Section 6.

2. DESIGN OF SCALABLE DYNAMIC WEB SERVER ARCHITECTURE

To support the growing number of web client’s static and dynamic data requests, scalable WWW architecture
that consists of a group of loosely coupled WWW servers is needed. We propose a multi-node web server
architecture that consists of a Central Server, multiple web servers, and the Distributor as shown in Figure 1.
The dynamic web server architecture can be easily scaled up by installing a new web server in the high-speed
network.

The Central Server stores a complete set of static and dynamic web documents and performs all
documents maintenance jobs. The Central Server also stores all information about static and dynamic
documents using the hash table in the document table, including their BF (Byte access Frequency factor of
document) [14] value, document identification number, version of the document, duplication of the
documents, size of document, etc.

The web server implementation is based on a novel peer-to-peer process structure that enables one web
server to access memory or persistent data files at other web servers. If a requested document is missing at
the randomly selected web server's memory where the request originates, then the web server looks at the
limited number of other web servers’ memory to serve the requested data to aweb client. The more details on
functionality of web server will be discussed later.

Each web server contains a Cache Maintenance Process and a Web Server Processthat talks to other web
servers and serves aweb client’s request by passing it through acommunication network such asthe internet
or intranet. A Cache Maintenance Process of each web server updates cached static and dynamic data
consistently and completely when cached data has changed. Each web server’s memory is normally managed
locally at eachweb server. High BF value documents are kept in the local cache and the Cache Maintenance
Process maintains them. Each web server also contains limited number of neighbor web servers' cache
content information in its memory. This approach helps to reduce the response time, load of the Central
Server, and the network bandwidth for serving the web client’ s request. It also increases the cache-hit rate for
cached data among web servers. The detailed operations of web server using the RLC caching protocol and
RSLL cache algorithm will be discussed in later sections.
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Incoming web client requests go through
the Distributor which distributes the request
randomly through among web servers. The
intent of using the Distributor is to balance a
load among web servers and to decrease
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Figure 1. A Scalable Web Server Architecture to the Central Server for updating the docum-
ent information. The Central Server uses these
access logs to re-calculate the BF value of each document. Based on the new information, each web server
will change its cache contents.
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3. RSLL CACHE ALGORITHM

From the basis of the BAFF concept [14], we developed a new web caching algorithm; RSLL. When a web
client’s request enters through the network, the Distributor selects a web server randomly for distributing a
web client’s request. The selected web server first checks that it keeps the requested document in cache or
not using hash table. If the document is kept in the cache, the server sends the requested document to the web
client and updates the BF value of that document. If the server does not keep the document in its cache, it
looks for the document in the nearest neighbor web servers’ cached information which is stored in its
memory. If the requested document is found in the nearest neighbor server’'s cache, it is forwarded to the
requesting web server. The applicable web server serves the request to the web client and updates the
information for the requested document. If the server does not find the requested document in its cached
information, which includes its cache contents and its nearest web server’s cache contents, it looks at the
limited number of its next nearest neighbor web servers’ cached information to find the requested document.
If the server finds the requested document in its next nearest neighbor web server's cache, the server
forwards the request to the applicable web server and the selected applicable web server serves the web
client’s reguest and updates some values. If the server finds the request in its next nearest neighbor web
server’s neighbor cache, the server forwards the request to applicable web server and the selected applicable
web server serves the web client’s request and updates the BF value. If after making these attempts the
document can’t be found, the requested document is requested from the Central Server.

Randomly Selected and Limited Look at neighbor Cache Algorithm (RSLL)
Step 1. Randomly select aweb server by Distributor

Step 2. If the requested document isfound in the selected web server’s cached information,
If the requested document exists in selected web server’'s memory
Service the web client request,
Increase the value of number of request for that document,
Update the BF value of that document, and quit go to Step 1; )
Elseif the requested document existsin selected web server’ s the nearest neighbor’ sweb server’ smemory
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Forward the request to applicable web server
The applicable web server serves the web client request,
Increase the value of number of request for that document,
Update the BF value of that document, and quit go to Step 1;
Else repeat . ) i )
Look at the neighbor web servers’ cached information to find the request document
until reaching the limited number of nearest neighbors ) )
If found in the next nearest neighbor web servers' cached information,
If the requested document exists in the next nearest neighbor web servers' memory
Forward the request to applicable web server
The applicable web server serves the web client request,
Increase the value of number of request for that document,
Update the BF value of that document, and quit go to Step 1, )
Elseif the requested document exists in the next nearest neighbor web server’ s neighbor’ s cache
Forward the request to applicable web server
The applicable web server servesthe web client request,
Increase the value of number of request for that document,
~Update the BF value of that document, and quit go to Step 1,
Elseif requests the document to the Central Server,
If receives the document from the Central Server,
Service the web client request,
Increase the value of number of request for that document,
Update the BF value of that document, ) o
Compare the BF' s value of the requested document with that of existing
document in selected web server’s memory based on the size of new document,
If the BF value of the requested document Is greater than the existing document,
Replace the existing document with the requested document,
Send this information to the Central Server and applicable neighbor
web servers, and quit. go to Step 1. )
Else stores the requested document to the selected web server’s disk,
and quit. go to Step 1. )
Else sends a message “document not found ” to the web client,
and quit. go to Step 1.

4. RLC CACHE PROTOCOL

4.1 Central Server M echanism

Communication between the Central Server and web serversis done using a broadcast mechanism. There are
many reasons why a broadcast mechanism is used. First, the web server architecture can be easily scaled up
by installing a web server to or removing it from a high-speed network. Second, establishment of a network
connection and network overhead for communicating between the Central Server and web servers are
minimal. Third, the Central Server can easily optimize its I/O for transmitting static and dynamic web
documents. Finally, static and dynamic data consistency between the Central Server and web servers can be
maintained easily, and completely. This can avoid stale information being accessed by web clients.

A more complicated cache mechanism must be employed when data are processed from many web
servers in order to maintain cached static and dynamic data efficiently and consistently. A document table
kept in the Central Server will be used for this caching mechanism. A document table keeps the Document
Identification Number, Version of document, Number of request, Size of document, BF value of document,
Duplicate of document, and Server ID of duplicated document information for maintaining all documents:

Our caching protocol allows duplication of document among web servers. Especially for dynamic data,
the document generation time is much longer than that of static data. If several dynamic web contents are hot
documents and cached on only one web server, then the cached web server suffers from a bottleneck of
processing the dynamic data and service time to web clients longer than that for cached several web servers.
If there are too many duplicated documents among web servers, then the overhead of redundant documents
management is significant and efficiency of cache utilization of among web servers is decreased. Thus, we
only allow the duplication of document among web servers at most 30% of total number of web servers,
where the duplicated documents are cached.

After a predefined period, a new document table must be generated to reflect any change in documents.
Starting with the highest BF value document, the Central Server will assign new document to web servers
using a round-robin pattern until each web server fills out its memory. This approach achieves good load
balance among web servers and faster response time to a web client, because hot document requests are
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evenly distributed among web servers. The Central Server broadcasts static and dynamic web documents to
web servers. There are six different types of broadcast messages. Each broadcast message is encapsulated
within the header information, for example, type of broadcast and identification of web server the most up-to-
date data can be accessed by the web client. The detail operation will be found in [16].

4.2 \Web Server Mechanism

We design web servers which operate cooperatively with each other to serve aweb client requests. Each web
server has two functional processes called the Cache Maintenance Process and the Web Server Process. Each
web server keeps its cached contents information in its memory. It also keeps the Selected Neighbor Web
Servers' cached contents information in its memory. The Selected Neighbor Web Servers are the nearest | eft
and right web servers. This approach achieves faster retrieval of the requested data and maintains the cached
information easily. When each web server keeps so many other web servers’ cached information in its
memory, it consumes more memory to keep this information and it becomes difficult to cache real data
because of fewer memory spaces. It is also difficult to maintain the cached information because of increased
cached neighbor web servers’ information. This approach also increases the communication overhead among
web servers because increased number of broadcast messages are requested for making cache requests.
Figure 2 explains the mechanism of the Web Server Processin web server.

Web Server 0
Cached Info.
Web Server n-1 sv.1d| Srv.1d| svdc Web Server 1
Cached Info. / Ml o] \ Cached Info.
Srv. Id| Srv. Id| Srv.lc Srv. Id| Srv. Id | Srv.ld

} ! 0 1 2
< n2 | n1 " Se“ec%ghborWebéNQSOfo >

¢ Send arequest Send arequest ¢

Web Server n-2 for cache miss for cache miss | Web Server 2
Cached Info. Cached Info.
Srv. Id | Srv. Id | Srv.id Srv. Id| Srv. Id | Srv.lc
< ot D ke Neighbor Web Servers of 0 >
n-3 n-2 nid 0 1 2
Web Server m Web Server k
Cached Info. Cached Info.
Srv. Id| Srv. Id | Srv.ld Srv. Id| Srv. Id ]| Srv.lc
ml m m+l k-1 k k+!

Figure 2. The mechanism of the Web Server Process in Web server

The total number of web servers (N) depends on each web servers' configuration. For example, we
choose N=9. When aweb client request arrives at web server 0 and a cache miss happens, then it looks at its
Neighbor Web Servers web server 2 and web server 7 to find the requested document. With this procedure,
web server 0 looks at only 7 of the 9 web servers’ cached information such asweb server 0, 1, 2, 3, 6, 7, 8. It
covers 78% of the total web servers cached information. This approach achieves an excellent cache hit rate

24



PARALLEL CACHE MANAGEMENT PROTOCOL FOR STATIC AND DYNAMIC WEB CONTENTS

compared to fully storing all of the other web servers’ cached information in each web server. This approach
also reduces the Central Server’s load, which occurs only in the case of a cache miss among web servers.
This approach has several advantages compared with fully storing all other web servers' cached information
in each web server such as less memory consumption, easy maintenance, and reduction of communication
overhead among web servers.

The Cache Maintenance Process performs two main functions: 1) it maintains the cache contents of the
local cache; 2) it performs the corresponding actions when it receives a broadcast message fromthe Central
Server. When a web server receives a broadcast message from the Central Server, the Cache Maintenance
Process buffers the message, and examines the identification of the web server field and the type of broadcast
field from the header information. If the message is sent to it, and it takes the message and performs the
appropriate procedure. The detail operation will be found in [16].

5. SMULATION ENVIRONMENT AND RESULTS

We simulated our new caching protocol and algorithm to measure the performance gain compared with LRU
and LFU algorithms. For simulation, we developed aweb client access pattern generator instead of using real
data access logs in specific web servers. The reason for using our own web client access pattern generator is
that specific web servers' logs cannot stand as a general guide for web clients’ request pattern and the
performance gain of the cache algorithm depends on a specific web server’'s log. This access pattern
generator is designed to follow current web clients request patterns based on previous research
[5,11,12,13,18,19,21]. We used Algorithm Generate 1 [20] to generate this current web clients' request
pattern in the access pattern generator. In Algorithm Generate 1, we inserted the concept of High BF value
factor to generate the non-uniform discrete random variation of web client requests.

We chose nine web servers. Each web server is connected via a high-speed network. To test for our
caching protocol and cache algorithm, we made initial document information. Initial documents are
composed of static and dynamic data with no more than 40% of the total documents containing dynamic data.
To verify the performance of our caching protocol and cache algorithm, we simulated several cases. Each
case changed the value of several factors such as the portion of dynamic data in total documents and the
memory size of each server. The total memory size of the web servers is 10% ~ 20% of the total document
size. To analyze the performance gain of our caching protocol and algorithm, we used two val ues such asthe
response time for total web client requests and cache hit rate. We assumed each web server ran concurrently
and cooperatively to service aweb client’ s request. Each web server’s memory contents were updated by the
RL C cache protocol. The redundancy of web contents among web servers was also controlled by RLC cache
protocol. In graphs, RSLL 10 means that there are 10% dynamic datain total documents.

5.1 Performance Results of Variation of Dynamic Data

In the case of different memory sizes, we compare the conventional LRU and LFU algorithms with the RSLL
algorithm. The performance gain for total response time for RSLL isincreased by up to 63% in 512 Mbytes
memory size compared with LRU in non-uniform case. By increasing the menory size, performance with
RSLL increased by up to 63% in total response time at 512 Mbytes compared with 64Mbytes. However,
conventional LRU increased by up to 9% for performance and LFU increased up to 12%. For both non-
uniform and uniform cases, the results were the same. Figure 3 shows the result of RSLL algorithm’'s
performance gain for total response timein case of different memory size.

Figure 4 shows the results of RSLL algorithm’s performance gain for memory hit rate in case of different
memory size. In non-uniform, RSLL had 9.1 times more memory hit rate in 64 Mbytes compared with LRU
algorithm. When increasing the memory size, the gain was decreased in 6.9 times more in 512 Mbytes
compared with LRU. It is areasonable result because the memory size isincreased. RSLL has 6.3 times more
memory hit according to increasing the memory size up to 512 Mbytes compared with 64 Mbytesin RSLL10
case. LRU earned 7.8 times more memory hit in 512 Mbytes compared with 64 Mbytes. This means that
LRU is more sensitive in memory hits than RSLL. In uniform case, RSLL has more memory hits compared
with non-uniform. RSLL earned up to 9.3 times more memory hits in 64Mbytes memory than the LRU
algorithm. Thisresult isthe same in every different portion of dynamic data cases. In the rest of cases such as
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128 Mbytes, 256 Mbytes, and 512 Mbytes the same performance gain was seen as for non-uniform. With an
increase in memory size, RSLL had 6.5 times more memory hitsin 512 Mbytes compared with 64 Mbytesin
the RSLL10 case. LRU has eight times more memory hits in 512 Mbytes than compared with 64 Mbytes. It
meansthat RSLL has more memory hit in small memory size and uniform web client requests.

Response Time Memory Hit Ratio
(Doc.10000;Req.1000000;NonUniform) (Doc.10000;Req.1000000;NonUniform)
© 7500000
£ 52000001 —<€—RSLL10| _ 800000 -
b 1y —B—RSLL20 T 600000 A
5 8 4500000 _ X > | |-
5 1 < | RSLL30) S 400000 —
2 £3500000 1 -— £ | _ — RSLL20
& 2500000 W LFU £ 200000 T==a .
& 1500000 . . . —%—1RU 0+t RSLL30
64 128 256 512 64 128 256 512 | —%—rsiia0
Memory Sizes (Mbytes) Memory Sizes (Mbytes)

Figure 3. Total Response Time for Non-Uniform Case Figure 4. Total Memory Hit Rate for Non-Uniform Case

5.2 Performance Comparison between RSLL and DSL L

Now we show the performance comparison between RSLL and DSLL (Directly Selected and Limited Look
up) cache algorithms. The DSLL was proposed by our other research work [15]. The function of DSLL is
that DSLL hasthe Request Distributing and Load Balancing Manager and this manager distributes every web
client’ srequests to aweb server directly, which caches the requested document in its memory.

In the non-uniform case, the performance of total response time for RSLL algorithm was decreased by up
to 5% with 64 Mbytes memory compared with the DSLL algorithm Inthe cases of 128 Mbytes, 256 Mbytes,
and 512 Mbytes, the performance lost of total response time is 4.5%, 3%, and 2.2%, respectively, compared
with DSLL10 case. These results are the same in different portions of dynamic data. Figure 5 shows the
results of RSLL and DSLL agorithms' performance differencein total response time at non-uniform case.

Response Time Comparison RSLL vs. DSLL Memory Hit Ratio Comparison
(Req.1000000;NonUniform) (Req.1000000;NonUniform)
. 8000000 s DSLL10 800000 —&—RSLL10
£ 7000000 i —&—RSLL0 - ) —8—DSLL10
= 5 6000000 DsLL20 L 600000 % RSLL20
Q 4 >
2 & 5000000 -A('\' RSLL20 g 400000 1 X DSLL20
2 € 4000000 .\\ —%—DSLL30 S 200000 —%—RSLL30
& 3000000 W] 4—RSLL30 ol : i : —8—DSLL30
2000000 T T T +—DsLL40 —+—RSLL40
64 128 256 512
128, 256 512 —=—RSLL40 : DSLL40
ermory izes ?Mbytes]) Memory Size (Mbytes)
Figure 5. Total Response Time for Non-Uniform Case Figure 6. Total Memory Hit for Non-Uniform Case

We now compare the memory-hit rate between RSLL and DSLL algorithms. In the non-uniform case, the
performance of memory-hit rate for RSLL algorithm was decreased by up to 5.6% in 64 Mbytes memory in
the DSLL10 case In the cases of 128 Mbytes, 256 Mbytes, and 512 Mbytes, performance loss was 4.8%,
3.2%, and 2.3%, respectively, compared with DSLL10 case These results are the same in different portions
of dynamic data. Figure 6 shows the results for RSLL and DSLL algorithms performance difference in
memory-hit rate for the non-uniform case.

Although the DSLL has a greater performance gain for response time and increased memory hit rate by
up to 5.7% compared with RSLL, the RSLL has several advantages compared with the DSLL and these
benefits cover the performance gap. First, the RSLL approach is more reliable than the DSLL approach.
When the distribution manager in DSLL approach crashes the DSLL method can’t serve the web client
request anymore. However in RSLL, if any one of web servers are crashed, the RSLL method still servesthe
web client request. Second, the RSLL approach can expand its system power easily by adding a new web
server into the network compared with the DSLL. Third, we can use the distribution manager in the DSLL
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approach as a web server when we choose to use the RSLL approach. It reduces the configuration cost and
increases the processing power. Finally, the RSLL approach reduces the communication overhead among
web servers since it does not need to communicate between web servers and the distribution manager which
are needed in the DSLL approach. The RSLL approach causes a reduction in network bandwidth usagein the
network.

6. CONCLUSION AND FUTURE WORK

In this paper, we propose the RLC cache protocol and the RSLL cache algorithm based on the Byte Access
Freguency Factor concept. They have an intelligent cache algorithm, in-memory cache maintenance table, as
well as a consistent and complete cache maintenance mechanism. This approach does not need extra

applications for managing static and dynamic web contents. This approach also achievesless communication
cost among web servers using broadcast mechanisms. Thus, by using this cache protocol and cache algorithm
for web servers, we can build scalable web servers supporting very fast response times, high memory hit
rates, and excellent load kalancing of cooperative distributed web servers. In the next step, we hope to

expand these concepts to a geographically distributed scalable web server environment. These systems must
have more functionality like choosing the best network route to server the web client. These systems also
combine the proxy servers.
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