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Abstract—Monitoring the health of a sensor network is important for maintaining the health and normal operation of
the network. For large-scale cost-effective monitoring, using
inexpensive motes as sniffers is an attractive choice. In this paper,
we quantify the capability and fidelity of mote-class sniffers
for sensor network monitoring. In particular, we experimentally
quantify the sustainable workload and the accuracy of delay and
loss measurements by these types of sniffers. We find that (1) a
sniffer can monitor traffic at the rate of 60 packets per second
with little buffer overflow, (2) per-hop loss measurements from
sniffers exhibit variations but are comparable to those at the
receiver and (3) per-hop delay measurements from a sniffer are
accurate (the errors are up to 300 µs). Our results indicate that
measurement quality by mote-class sniffers is satisfactory for
many monitoring purposes.

I. I NTRODUCTION
Wireless sensor networks are used for many applications,
including environmental monitoring, health care, emergency or
medical response and military reconnaissance. Monitoring the
health of a sensor network to quickly detect faulty behaviors
and take corrective actions is important for maintaining the
health and effective operation of the network. Excessive delay
in a sensor network may result in sensor data being irrelevant
by the time it reaches the destination.
Existing studies use “in-band” and “out-of-band” approaches for sensor network monitoring. In-band monitoring
uses sensor nodes to monitor themselves and their neighbors
(e.g., [1], [2], [3], [4], [5], [6]). Out-of-band monitoring
uses dedicated monitoring nodes that are attached to sensor
nodes [7], [8] or placed inside the sensor network to monitor
nearby sensor nodes [9], [10], [11].
Out-of-band monitoring has several advantages over in-band
monitoring: (1) it does not require instrumenting sensor nodes,
and hence requires no change to the application; (2) it does
not consume scarce resources (e.g., CPU, memory, storage)
of the sensor nodes; and (3) it provides a convenient way to
monitor per-hop delays and detect abnormal delays without
the need for clock synchronization [11], which is critical for
time-sensitive applications such as health monitoring and military intelligence1 . For cost-effective large-scale out-of-band
monitoring, using inexpensive motes as sniffers is an attractive
choice. On the other hand, since motes are simple embedded
devices with stringent resources, the amount of workload a
1 Although measuring per-hop delay is straightforward when clocks are
synchronized, clock synchronization schemes typically require a large number
of message exchanges, which can be very resource consuming [12].

sniffer can handle and the accuracy of the monitoring results
is of critical importance.
In this paper, we evaluate the capability and fidelity of moteclass sniffers (henceforth simply referred to as sniffers). In
particular, we answer the following questions: What workload
can a sniffer sustain? How accurate are the loss and delay
measurements from a sniffer? Through a combination of
experimental and analytical study, we find that (1) a sniffer can
monitor traffic at the rate of 60 packets per second with little
buffer overflow, (2) per-hop loss measurements from sniffers
exhibit variations but are comparable to those at the receiver,
and (3) per-hop delay measurements from a sniffer are accurate
(the errors are up to 300 μs). To the best of our knowledge,
our study is the first quantifying the capability and fidelity of
motes for monitoring wireless sensor networks.
As related work, the study in [11] proposes a monitoring
architecture that uses sniffers to monitor delays in a wireless sensor network. The measurements, however, are coarsegrained (with granularity in milliseconds), and are compared to
measurements obtained from sensor nodes (by instrumenting
those nodes). In this study, measurements from the sniffers are
of much finer granularity (to 30.5 μs), and the results are compared to those from a logical analyzer with accuracy to 100
ns. Furthermore, this study covers a broader scope including
quantifying the sustainable workload and the accuracy of delay
and loss measurements. In this regard, our study also differs
from [13] which focuses on characterizing per-hop and endto-end delays in a sensor network. Several studies investigate
the accuracy and fidelity of IEEE 802.11 sniffers [14], [15].
Our study differs from them in that we focus on mote-class
sniffers using IEEE 802.15.4.
The rest of the paper is organized as follows. Section II
describes our methodology. Section III presents our results
starting with sustainable workload, followed by the accuracy
of loss and delay measurements. Finally, Section IV concludes
the paper.
II. M ETHODOLOGY
We experimentally evaluate the capability and fidelity of
mote-class sniffers using a testbed. In the testbed, sensor
nodes and sniffers are TelosB motes that use CC2420 wireless
transceivers (IEEE 802.15.4), and run on TinyOS 2.1.0. We
first describe experimental settings for measuring sustainable
workload, and then describe the settings for evaluating the
accuracy of loss and delay measurements.

TABLE I: Network packet payload structure.

(a)

Bytes

Data

2

Original Sender ID

2

Current Sender ID

2

Sequence Number

1

Number of Hops Traveled

4

Timestamp

(b)

(c)

Fig. 1: Experimental testbed layouts: (a) setting to measure
sustainable workload, (b) setting to evaluate the fidelity of
loss measurements, and (c) setting to evaluate the fidelity of
delay measurements. In the figure, M1 and M2 are sniffers,
BGT X , BGRX , N1 , N2 and N3 are motes, P C1 and P C2
are computers, and LA is a logical analyzer.

A. Sustainable Workload Measurements
Fig. 1(a) shows the experimental setting for measuring
sustainable workload at the sniffers. It consists of a transmitter
and receiver, BGT X and BGRX , two sniffers, M1 and M2 ,
and two PCs. Each sniffer is connected to a PC via USB. The
transmitter sends packets to the receiver with inter-sending
times following an exponential distribution (i.e., creating a
Poisson arrival process at the sniffers). This traffic is referred
to as background traffic. It simulates traffic from a large
number of virtual nodes. These virtual nodes may be generating packets or simply relaying already transmitted packets
to other nodes. To ensure exponential transmission interval,
retransmission and CSMA (Carrier Sense Multiple Access)
were disabled in BGT X . The minimum sending time of the
motes imposes a lower bound on the effective distribution of
inter-packet arrival times.
The sniffers passively listen to packet transmissions in
their neighborhoods. Upon overhearing a packet from N1 or
BGT X , a sniffer modifies the timestamp field to contain the
current time and passes the packet over USB into a data log
stored at the connected PC. The sniffer cannot use internal

flash memory to store the data log because it takes roughly
20 ms to commit a packet to flash, while the inter-arrival
time of packets at the sniffer can be smaller than 20 ms. The
granularity of the timestamps is approximately 30.5 μs (by
using a 32 kHz clock). Using two sniffers allows us to validate
whether the measurements by the sniffers are consistent (to
avoid measurement errors caused by hardware or software
inconsistencies of the sniffers).
Our goal is to measure the workload that can be sustained
by the sniffers. For this purpose, we gradually increase the
sending rate of BGT X from 5 packets to around 60 packets
per second (by decreasing the mean inter-sending time from
200 ms to 15 ms), and measure the corresponding loss rate at
the sniffer. The losses at the sniffer are mainly due to receiver
buffer overflow (there is a single traffic source in our testbed
and the testbed is in an isolated lab with little other sources
of interference). The receiver buffer uses FIFO (first-in-firstout) scheduling. It overflows when a packet arrives and cannot
be accommodated in the buffer. Interestingly, we find that,
according to the TinyOS source code, when buffer overflow
occurs, the buffer is flushed along with all the frames that
are in the buffer. We verify that indeed multiple packets are
lost when the buffer overflows through a program that signals
when the overflow event occurs. This flushing behavior differs
from common queuing models, a point we will return to in
Section III.
B. Loss Measurements
Fig. 1(b) shows the experimental setting for evaluating the
fidelity of loss measurements by the sniffers. It extends the
setting in Fig. 1(a) to include two network nodes, N1 and N2 .
These two nodes form a one-hop network running Collection
Tree Protocol (CTP) [16], a widely used routing protocol for
data collection in sensor networks. Node N1 transmits one
packet per second to the sink N2 ; each packet carries an 11byte payload with the fields shown in Table I. We refer to the
traffic from N1 to N2 as foreground traffic. The two monitors,
M1 and M2 passively log the foreground and background
traffic, and count the number of packets lost in the foreground
traffic. In this case, we do not connect the sniffers to PCs
as in Fig. 1(a) to eliminate the overhead of sending logs
from the sniffers to the PCs. Losses are determined by the
absence of expected sequence numbers. At the end of the
experiment, we download the number of foreground packet
losses observed by the sniffers, and we compare them to the
number of losses observed by the receiver N2 . We vary the

Fig. 2: MCU pin logical timing pattern for the two-hop
network as shown in Fig.1(c).

intensity of background traffic to evaluate the accuracy of loss
measurements by the sniffers under different workloads.
C. Delay Measurement
For a network path, a sniffer can obtain a relative delay on
the first hop and the absolute delays on all later hops [11]. We
experimentally evaluate the fidelity of the delay measurements
using the setting shown in Fig. 1(c). This setting adds one
more sensor node, N3 , and a logic analyzer to the setting in
Fig. 1(b). The three network nodes, N1 , N2 and N3 , form a
two-hop network running CTP. Node N1 sends one packet per
second to N3 through N2 . All three nodes are connected to the
logic analyzer via probes, and the logical analyzer is connected
to a PC using USB. Sniffers M1 and M2 obtain the delays on
the first hop (N1 , N2 ), and the second hop (N2 , N3 ) from
the overheard foreground traffic and transmit this information
via USB to P C1 and P C2 , respectively, in an online fashion.
By varying the rate of background traffic, we evaluate the
accuracy of delay measurements by the sniffers under different
workloads.
The logic analyzer is a 34-channel Intronix LA1034 device.
It provides a sampling rate of 10 M Hz, giving 100 ns
accuracy, much finer than the accuracy of the sniffers. Furthermore, by connecting the analyzer to multiple motes, we obtain
timestamp events from the motes based on a single clock.
These timestamps, as to be described, can be conveniently used
to obtain objective and accurate per-hop delays. We therefore
use the delay measurements from the logical analyzer as the
ground truth to evaluate the delay measurements from the
sniffers.
We next describe how the logical analyzer obtains timestamps and per-hop delays in more detail. The Logicport application is used with the logic analyzer to record the timestamps
of packet events in the sensor nodes. This is accomplished by
using the MCU pin 2.6 of the MSP430 microprocessor on
the motes (as in [13]). More specifically, N1 raises the pin
to a logical high when it begins to transmit, and lowers it to
a logical low when it finishes transmitting. N2 raises the pin
when a packet is received and lowers it when it completes
transmission. For N2 , the CTP code was augmented in order
to accomplish this. In particular, the SubSend.sendDone event
was modified. For N3 , the pin is also raised upon receiving

a packet, and lowered again when the packet information is
committed to flash memory. Fig. 2 shows the logical pattern
for these pins, where t1 and t1 represent respectively the
time when a packet is being sent from N1 at the application
level and when it is done transmitting; t2 and t2 represent
respectively the time when N2 receives the packet and finishes
forwarding; t3 and t3 represent respectively the time when
N3 receives the packet and finishes committing to the flash
memory. All the timing events are transmitted to a PC that is
connected to the logical analyzer via USB.
Using the recorded timestamps at the logical analyzer, we
can easily obtain per-hop delays. More specifically, we use
(t1 − t1 ) as the delay on the first hop (since radio propagation
delay is negligible, t1 is also the time that the packet reaches
N2 ). For the second hop, we can use (t2 − t1 ), (t3 − t2 ), or
(t2 − t2 ) as the delay on that hop. M1 and M2 can obtain a
relative delay on the first hop, which can be used to detect
abnormal delays [11]. This relative delay differs from the
absolute delay by a constant. M1 and M2 can obtain the
absolute delay on the second hop as follows. Suppose the
sniffer overhears the transmission of a packet from N1 at time
s1 (according to the sniffer’s local clock), and overhears the
forwarding of the packet from N2 at time s2 . Then it obtains
the delay on the second hop as (s2 − s1 ).2 In Section III-C,
we evaluate the measured delays from the sniffers with the
various delays measured from the logical analyzer.
Each data log file at the logical analyzer contains a series
of timestamps along with the associated state of all probes at
that time. Logicport automatically “compresses” the entries so
that the only entries in the log are ones for which some signal
has changed. Note that although each packet carries a unique
sequence number, the logic analyzer only records logical highs
and lows, and cannot record the sequence number for a given
packet event. On the other hand, since the logical analyzer is
connected to N1 (the source node) through probes, we expect
it to record the transmission of all the packets from N1 , which
can than be used to sequence the timing logs. To verify this,
we program the sink, N3 to raise a separate pin (MCU pin 2.3)
on even packet numbers only (based on the sequence number
embedded in the packets). Each log file is checked to be in
order by comparing the expected sequence number with the
even signal. If the signal does not match, a warning is issued to
indicate that a packet was lost from N1 . During compilation of
our resultant data set, this warning did not occur. The expected
signal pattern is then checked with regular expressions to
retrieve timestamps. If the pattern is not satisfied, then the
analysis code tries to determine what happened. If N3 ’s signal
was never raised, then the packet was lost. It is then checked
whether or not N1 ’s signal remained high until the end of the
log. If so, then it did not complete sending the packet and the
loss is marked at hop one. Otherwise, the packet is marked
lost on the second hop.
2 This is because, since radio propagation delay is negligible, N receives
2
the packet at s1 , starts to forward it at s1 , and N3 receives the packet at s2 ,
and hence (s2 − s1 ) represents the delay from sending the packet from N2
to N3 .

III. R ESULTS
We now present experimental results on sustainable workload and accuracy of loss and delay observations at the sniffers. Each experiment runs for 20 minutes. Unless otherwise
specified, we use the measurements from sniffer M1 (the
measurements from M2 are similar).
A. Sustainable Workload
We first quantify how much workload a sniffer can sustain.
For this purpose, we increase the average sending rates from
5 to around 60 packets per second in the setting shown in
Fig. 1(a). Table II3 records the number of lost packets in each
experiment (the third column). We observe very few losses
even when the average sending rate is 60 packets per second,
indicating that the sniffer is reliable for capturing the traffic.
Furthermore, the loss count for both sniffers is the same.
The losses seem to be due to buffer overflows at the
sniffer. To gain additional insights, we use a queuing model
to approximate the number of losses at the sniffer. To achieve
this, we first measure the processing time of a packet at the
sniffer. In particular, we want to know the length of time from
when a packet arrives at the buffer to when the packet is
removed from the buffer. We use a modified sniffer program
to clock this length of time by subtracting two timestamps:
the first is taken when the CC2420 wireless chip sets the SFD
(start of frame delimiter) pin high, and the second timestamp is
taken when the receive event is triggered by the CC2420 driver
code. Our measurements show that this duration is typically
4.4 ms with little variance. We next calculate the maximum
number of packets that can fit inside the receive buffer at the
sniffer (which serves as the queue length). Our background
packets carry a payload of 20 bytes. With the added MAC
and PHY layer data of 18 bytes [13], the total size of one
packet stored in the RXFIFO buffer is 38 bytes. Given that
the size of the RXFIFO buffer is 128 bytes on a Chipcon
CC2420 wireless transceiver, only three packets may reside in
the queue before it overflows.
Because the arrival process follows a Poisson distribution,
the processing time at the sniffer is constant, and the buffer
at the sniffer can hold three packets, we model the sniffer as
an M/D/1/3 queue. We then obtain the probability of buffer
overflow from the queuing model [17]. The analytical results
from the model are also shown in Table II (the fourth column).
They tend to match well with the experimental results for
varying sending rates. It may seem that the experiment should
produce more losses, since the RXFIFO buffer is flushed on
overflow - causing two more losses each time. However, this
is overcome by the fact that the model’s state does not return
to the empty state of the queue after loss (it remains in state
3). Because of this, losses are more likely in the model until
the service unit has time to clear the queue.
3 The table shows measured inter-sending time. Due to random delays at
the sender, the measured delay does not coincide exactly with the value we
set.

TABLE II: Sustainable workload measurement results.
Inter-sending time

Total Packets

Lost Packets
(M1 = M2 )

Lost Packets
(analysis)

16.2 ms

23278

11

10.84

16.2 ms

27303

9

12.72

25.9 ms

12289

2

0.7

30.8 ms

41498

4

1.1

30.9 ms

10402

0

0.27

40.7 ms

30820

2

0.24

51.3 ms

26053

3

0.08

99.25 ms

12515

0

0

197.9 ms

6280

0

0

TABLE III: Number of foreground packet losses. (1101 total
packets)
Inter-sending
time (background)

Lost Pkts.
(N2 )

Lost Pkts.
(M1 )

Lost Pkts.
(M2 )

Collisions
(analysis)

200 ms

8

5

9

5

100 ms

0

8

8

10

50 ms

22

13

36

20

B. Accuracy of Loss Measurements
We next evaluate the accuracy of loss measurements by the
sniffers. For this purpose, we increase the average sending rate
of the background traffic from 5 to 20 packets per second in
the setting shown in Fig. 1(b), and compare the number of
foreground losses seen by the receiver and the two sniffers
in each experiment. In addition, we calculate the number
of collisions between foreground and background packets as
follows. Let λ denote the average arrival rate of background
traffic, and t denote the duration during which a foreground
packet is propagating through the air. Since the generation
of background packets follows a Poisson distribution, the
probability that a foreground packet collides with background
packets is 1 − e−λt (i.e., the probability that a background
packet is transmitted during interval t), and hence the average
number of collisions for n foreground packets is n(1 − e−λt ).
In our experiments, the total frame size of a foreground
packet is 11 + 18 = 29 bytes, or 232 bits. The maximum
transmission rate of the CC2420 is 250 kbps. We therefore
approximate t as 232/250 ms. Table III shows the number of
foreground packet losses at the receiver (i.e., node N2 ) and the
sniffers, and the number of estimated collisions. We observe
that the numbers of losses observed by the receiver and the
two sniffers are comparable. Furthermore, they are close to
the number of estimated collisions, indicating that foreground
losses are mainly due to packet collisions. On the other hand,
we observe variations between the measurements of the two
sniffers, and the receiver. This is due to many reasons, e.g.,
different location, different interference level, and different
properties of the devices, as has been reported in the context
of wireless LAN measurements [14], [15]. As expected, in
general the number of lost packets increases as the rate of the
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Fig. 3: Distribution of the first-hop delay measurement errors
from sniffer M1 .
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Fig. 4: Distribution of the second-hop delay measurement
errors from sniffer M1 .

background traffic increases. However, this is not always the
case, again indicating that loss measurements can be affected
by many factors.
C. Accuracy of Delay Measurements
We evaluate the accuracy of per-hop delay measurements
from the sniffer by comparing them with those obtained by
the logical analyzer. More specifically, for a network hop, let
{di } denote the sequence of delay measurements from the
sniffer, where di is the delay for the ith packet on this hop.
Let {di } denote the corresponding delay measurements from
the logical analyzer. Then the sequence {di − di } represents
the measurement errors of the sniffer. In the following, we
present measurement results with no background traffic. We
also vary the average sending rate of the background traffic
from 5 to 20 packets per second; the findings are similar
to those without background traffic, indicating that the delay
measurement accuracy is not much affected by the workload
at the sniffer. Therefore, those graphs are omitted.

Fig. 5: Difference of delay measurements from M1 and M2
for the second hop.

Fig. 3 plots the distribution of the measurement errors on
the first hop, where the relative delay measurements by the
sniffer are based on the approach in [11], and the delays from
the logical analyzer are the duration from just before a packet
is sent from N1 to when it is actually sent into the air (i.e.,
(t1 − t1 ) in Fig. 2). From the figure, we see that the difference
is indeed close to a constant (the distribution is concentrated
in a narrow range of around 350 μs, from −7.35 ms to −7.0
ms).
On the second hop, we compare the delay measurements
from the sniffer with three forms of measurements from the
logical analyzer: (i) from when N1 finishes transmitting the
packet to when N2 finishes transmitting the packet (since radio
propagation delay can be ignored, the former corresponds to
the time that N2 receives the packet and the latter corresponds
to the time that N3 receives the packet; this is (t2 − t1 )
in Fig. 2), (ii) from when N2 receives / starts to transmit
the packet to when N3 receives the packet (i.e., (t3 − t2 ) in
Fig. 2), and (iii) from when N2 receives / starts to transmit the
packet to when it finishes transmitting the packet (i.e., (t2 −t2 )
in Fig. 2). Fig. 4 plots the distributions of the measurement
errors. We observe that the delay measurements from the
sniffer are closer to the first two forms of measurements
from the logical analyzer (with errors up to 300 μs), while
errors are larger compared to the third form of measurements.
This is because the third form of measurements neglects the
delay due to N3 ’s post-receive processing, and hence leads
to lower (and less accurate) delay values. We also observe
from Fig. 4 that the errors are biased towards being positive
(i.e., the delays measured by the sniffer are typically larger
than the corresponding delays from the logical analyzer). This
is because the sniffer needs to process each captured packet
(e.g., adding timestamp, placing it into a USB packet, and
transmitting it to the PC), which incurs additional delay. When
this delay occurs after receiving the first hop transmission,
the mote may not be able to finish before the second hop
transmission arrives. In this case, the delay is artificially

increased because the microprocessor is busy.
So far, we have only presented the results from sniffer M1 .
We now compare the delay measurements of the two sniffers.
Fig. 5 plots the distribution of the relative difference of the
second-hop delays measured from the two sniffers. We observe
a symmetric distribution in a narrow range of [-100,100] μs,
indicating that the measurements at the two sniffers are close
to each other. On the first hop, the delay measurements from
these two sniffers are off by a constant (which is related to
clock skews of these two sniffers) [11]. We verify that the
relative difference is indeed in a narrow range, close to a
constant (figure omitted).
IV. C ONCLUSIONS
In this paper, we experimentally explored the capability and
fidelity of mote-class sniffers for sensor network monitoring.
We quantified the sustainable workload experimentally, and
approximated the buffer overflow probability using a queuing
model. Furthermore, we compared per-hop loss measurements
by the sniffers and the receivers. Last, we compared fine-grain
timing measurements from the sniffers to those from a logic
analyzer to evaluate the accuracy of delay measurements. We
find that a sniffer can monitor traffic at the rate of 60 packets
per second with little buffer overflow. We also showed that
per-hop loss measurements from sniffers exhibit variations
but are comparable to those at the receiver and that per-hop
delay measurements from a sniffer are accurate (with errors
up to 300 μs). Our results indicate that measurement quality
by mote-class sniffers is satisfactory for many monitoring
purposes.
As future work, we will pursue in three directions: (1)
conduct experiments over other mote platforms, e.g., MicaZ,
Imote2, and compare the loss and delay characteristics as
well as capability and fidelity of different mote platforms,
(2) conduct experiments over large-scale networks (instead of
using simulated background traffic), and (3) conduct similar
experiments in conjunction with electromagnetic interference
from other consumer or industrial devices.
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