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Abstract

Recently, with the emergence of privacy issues in data
mining, considerable research has focused on developing
new data mining algorithms that incorporate privacy con-
straints, and, in the same time, are as efficient as possible
in terms of accuracy of the results. In this paper, we fo-
cus on privately mining association rules in vertically par-
titioned data, and propose two steganography-based multi-
party protocols for this problem. The proposed protocols
are shown to be not only at least as secure as other proto-
cols for the same problem, but also much faster. We also
present some applications of the proposed steganographic
protocols in medicine.

1. Introduction

With the recent concerns about privacy of personal infor-
mation, considerable work has been done in the relatively
new area of privacy-preserving data mining [2, 7]. The goal
is not only to develop new data mining algorithms that in-
corporate privacy constraints, but also to augment the ex-
isting ones with privacy-preserving capabilities. Such al-
gorithms should also be fast and as efficient as possible
in terms of accuracy of the results. Most of these algo-
rithms are increasingly important in homeland security and
counterterrorism-related applications, where the data is usu-
ally sensitive.

In this paper, we focus on the problem of privately min-
ing association rules in vertically partitioned data. The asso-
ciation rule mining problem was first proposed by Agrawal
et. al in [3], and since then, has become one of the most
important problems in data mining. Under privacy con-
straints, the association rule mining problem was first stud-
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ied in [4], where the authors gave a mathematical treatment
for a class of randomization algorithms and derived formu-
lae for support and variance prediction, and showed how to
incorporate these formulae into mining algorithms. They
also presented experimental results that validate their algo-
rithm by applying it on real datasets. In [6], the authors
have addressed the privacy-preserving association rule min-
ing problem over horizontally partitioned data. Their meth-
ods incorporate cryptographic techniques to minimize the
information shared, while adding little overhead to the min-
ing task.

The problem of privately mining association rules in ver-
tically partitioned data was recently addressed in [11], [10],
[12], and [5]. In [11] and [5], the authors have proposed two
distinct algebraic protocols for the special case of the prob-
lem when there are only two parties sharing the database.
Both of these algebraic techniques are interesting, although
the protocol given in [5] requires at least twice the bitwise
communication cost of the protocol presented in [11]. An-
other protocol for the special case when there are only two
parties sharing the database has been proposed in [12], but
their protocol is cryptographic in nature, since it is based on
homomorphic encryption. The only work that has proposed
solutions to the general case when multiple parties share
the database is [10], where the author has proposed two dis-
tinct cryptographic protocols. In the first one, the author
has reduced the problem to secure set intersection and then
solved the latter using some cryptographic tools. However,
this protocol is shown to produce leakage of information for
all parties. The second cryptographic protocol produces no
leakage of information, but it is not fast at all (according to
the results reported in [10] and this paper). Moreover, as it
was also pointed out in [10, 11, 5], cryptographic protocols
are not so interesting from a practical point of view, since
they usually introduce a large overhead in the computational
part of the problem.

In this paper, we propose two steganography-based pro-



tocols for this problem. Our protocols are shown to be not
only at least as secure as other protocols for the same prob-
lem, but also much faster. The paper is organized as follows.
In Section 2, we provide the reader with a concise introduc-
tion to the problem of privately mining association rules. In
Section 3, we propose two steganography-based protocols
for evaluating itemsets that preserve the privacy of the indi-
vidual parties. The security offered by these two protocols
is analyzed in Section 4. Results of our implementations are
reported in Section 5. In Section 6 we present some applica-
tions of the proposed steganographic protocols in medicine.
Finally, in the last section, we provide some conclusions
and future work directions.

2. Problem definition

The problem of mining association rules, as it was first
posed in [3], can be formally stated as follows. Let I =
{I1, I2, . . . , Im} be a set of attributes, usually called items,
and let D be a set of transactions. Each transaction in D is
a set T ⊆ I of items. An association rule is an implication
of the form X =⇒ Y , where X ⊂ I, Y ⊂ I, and
X ∩ Y = ∅. The rule X =⇒ Y has support s in D if s%
of the transactions in D contain X ∪ Y . On the other hand,
we say that the rule X =⇒ Y holds with confidence c in
D if c% of the transactions inD that contain X also contain
Y . The problem is to find all association rules with support
and confidence above certain thresholds (usually referred to
as minsup and minconf).

The association rule mining problem can be decomposed
into two distinct subproblems:

1. Generate all combinations of items that have support
at least minsup.

2. For every frequent itemset Y = {Ii1 , Ii2 , . . . , Iik
}

found in the first step, consider all rules of the form
X =⇒ Iij

(1 ≤ j ≤ k), where X = Y − {Iij
}.

Clearly, every such rule has support at least minsup.
However, not all such rules may have confidence at
least minconf. In order to see whether the rule X =⇒
Iij

is satisfied or not, just divide the support of Y by
the support of X . If the ratio is at least minconf, then
the rule is satisfied; otherwise, it is not.

Most of the work done so far has focused on the first sub-
problem, since generating the corresponding association
rules from the frequent itemsets is a trivial task. The most
known algorithm for mining frequent itemsets is the Apriori
algorithm [1].

Within this framework, the set of transactions is viewed
as a database D with n rows and m columns, every row cor-
responding to a transaction and every column correspond-
ing to an item. Each entry in the database is 0 or 1, spec-

ifying the absence or presence of items in the set of trans-
actions. In other words, if the i-th row in the database cor-
responds to transaction ti and the j-th column corresponds
to item Ij , then the j-th entry in row i (denoted by ti[j])
indicates whether or not ti contains Ij .

Consider now that the database is partitioned vertically
into two sets of columns, the first set (denoted by D1) con-
sisting of the first a columns (more precisely, the columns
corresponding to items I1, I2, . . . , Ia), and the second one
(denoted by D2) consisting of the remaining m−a columns
(i.e., the columns corresponding to Ia+1, Ia+2, . . . , Im).
Also, consider that we have two parties A and B, such that
D1 belongs to party A and D2 belongs to party B. The two
parties want to collaboratively find the frequent itemsets in
D = D1∪D2 without any party revealing its own database.

Input: D1 and D2

Output: the frequent itemsets in D = D1 ∪D2

1:L1 ← {large 1-itemsets}
2:k ← 2
3:WHILE Lk−1 6= ∅ DO
4: Ck ←Apriori-gen(Lk−1)
5: FOR all candidates c ∈ Ck DO
6: IF all the items in c are entirely atA or B THEN
7: that party independently computes c.count
8: ELSE
9: LetA have items Ia1 , Ia2 , . . . , Iap and B

10: have the remaining items Ib1 , Ib2 , . . . , Ibq .
11: ~X[i]←

Qp
j=1 tA,i[aj ] for all i = 1, . . . , n

12: ~Y [i]←
Qq

j=1 tB,i[bj ] for all i = 1, . . . , n

13: c.count← ~X · ~Y
14: ENDIF
15: ENDFOR
16: Lk ← Lk ∪ {c | c.count ≥ minsup}
17: k ← k + 1
18:ENDWHILE
19:return L1 ∪ . . . ∪ Lk−2

Figure 1. The Apriori Algorithm for Vertically
Partitioned Data

Assume that the two parties want to find out if
the itemset {Ia1 , Ia2 , . . . , Iap , Ib1 , Ib2 , . . . , Ibq} is fre-
quent, where {Ia1 , Ia2 , . . . , Iap} ⊆ {I1, I2, . . . , Ia} and
{Ib1 , Ib2 , . . . , Ibq

} ⊆ {Ia+1, Ia+2, . . . , Im}. First, party
A forms an n-dimnesional column vector ~X , whereas
party B forms an n-dimensional column vector ~Y , such
that the i-th component of ~X (denoted by ~X[i]) is∏p

j=1 tA,i[aj ] and the i-th component of ~Y (denoted by
~Y [i]) is

∏q
j=1 tB,i[bj ], where tA,i is the i-th transaction

in database D1 and tB,i is the i-th transaction in data-
base D2. The scalar product between ~X and ~Y is defined
as ~X · ~Y =

∑n
i=1

~X[i]~Y [i]. Determining if the itemset



{Ia1 , Ia2 , . . . , Iap , Ib1 , Ib2 , . . . , Ibq} is frequent reduces to
testing if ~X · ~Y ≥ minsup. Thus, the two parties want to
compute the scalar product ~X · ~Y without any party reveal-
ing its own vector. This idea can be easily incorporated into
the Apriori algorithm, as shown in Figure 1. This algorithm
was proposed in [11], and can be easily extended to more
than two parties.

As pointed out in [11], the only part of the algorithm that
shares database entries between the two parties is the com-
putation of the scalar product ~X · ~Y in line 13. In [11], the
authors have proposed an algebraic protocol for computing
the scalar product ~X · ~Y without any party revealing its own
vector. However, their protocol works only for two parties.
The only multi-party protocols for computing scalar prod-
ucts under these privacy constraints are the ones proposed
in [10]. In this paper, we propose two steganography-based
protocols that are much faster than the protocols given in
[10].

3. Fast steganography-based multi-party pro-
tocols for computing scalar products under
privacy constraints

Steganography [9] is the science of embedding secret
messages in other messages – in a way that prevents an ob-
server from learning that anything unusual is taking place.
Here, we use this concept in the context of computing scalar
products under privacy constraints. The basic idea of our
multi-party protocol is the following. Let P1,P2,. . . ,Pk be
k parties, and let ~Xi be the boolean column vector corre-
sponding to party Pi (all vectors have the same size n).
Also, consider that Pk is the initiator of the protocol. The
parties want to collaboratively compute the scalar product
~X1 · ~X2 · . . . · ~Xk without any party revealing it own vec-
tor to the other parties. First, Pk forms a boolean matrix
Mk such that ~Xk is the t-th column in Mk, and the rest of
the columns in Mk are randomly generated. The number of
columns in Mk (denoted by q) is fixed apriori by party Pk

(or can be considered as an input parameter for the proto-
col). The important thing here is that t is randomly gener-
ated by Pk and not revealed to the other parties. Then, for
each i = k, k − 1, . . . , 2 party Pi sends Mi to party Pi−1.
When Pi−1 receives Mi, it forms a new matrix Mi−1, such
that Mi−1[l, c] = Mi[l, c] ~Xi[l]. Finally, party P1 sends to
party Pk a tuple (p1, p2, . . . , pq), where pj is the number of
1’s in the j-th column of M1. At this point, party Pk knows
that pt = ~X1 · ~X2 · . . . · ~Xk.

This protocol, denoted by Protocol-I, is given in Figure
2. As one can remark, t is randomly generated from the
interval [1, q], so that parties P1,P2,. . . ,Pk−1 do not know
which column of the matrix that each of them forms leads
to the final scalar product.

Input: ~X1, ~X2, . . . , ~Xk , and q

Output: the scalar product ~X1 · ~X2 · . . . · ~Xk

1: Pk randomly generates a natural number t ∈ [1, q].
2: Pk forms an n× q boolean matrix Mk , where the t-th column
3: of Mk is ~Xk and the rest of the entries in Mk are randomly
4: generated.
5: FOR i = k downto 2 DO
6: Party Pi sends Mi to party Pi−1. When Pi−1 receives
7: Mi, it forms an n× q boolean matrix Mi−1, where
8: Mi−1[l, c] = Mi[l, c] ~Xi[l].
9: ENDFOR

10: P1 sends to Pk the tuple (p1, p2, . . . , pk), where pj is the
11: number of 1’s in the j-th column of M1.

Figure 2. Protocol-I

Example 1 Let P1,P2,P3 be three parties that want to col-
laboratively compute the scalar product ~X1 · ~X2 · ~X3 using
Protocol-I, where

~X1 =


0
1
1
1
1
1

 , ~X2 =


1
0
1
1
1
1

 , ~X3 =


1
1
1
0
1
1


are vectors of size n = 6 each. Also, assume that q = 4,
t = 2, and

M3 =


0 1 1 1
1 1 1 0
0 1 0 1
1 0 1 0
1 1 1 0
1 1 1 1

 .

It can be seen that the second column of M3 is actually ~X3.
The rest of the entries in M3 are randomly generated. Also,
it can be easily checked that

M2 =


0 1 1 1
0 0 0 0
0 1 0 1
1 0 1 0
1 1 1 0
1 1 1 1

 ,M1 =


0 0 0 0
0 0 0 0
0 1 0 1
1 0 1 0
1 1 1 0
1 1 1 1

 .

In the last step of the protocol, P1 sends to P3 the tuple
(p1 = 3, p2 = 3, p3 = 3, p4 = 2). At this point, P3 knows
that the scalar product ~X1 · ~X2 · ~X3 is pt = 3. Then, P3

can send the result (i.e. the scalar product) to P1 and P2.
Since t is available only toP3, the three parties compute the
scalar product without any party revealing its own vector to
the other parties. Indeed, when P2 receives M3 from P3, it
does not know which of the four columns of M3 corresponds



to ~X3. Also, when P1 receives the matrix M2 from P2, it
does not know which of the four columns of M2 corresponds
to the boolean AND between ~X2 and ~X3.

After a careful analysis, one can see that the time complex-
ity of the protocol is O(knq), since each of the k parties
performs O(nq) basic operations. Except for P1, party Pi

sends to party Pi−1 an n× q boolean matrix. So, the com-
munication complexity of the protocol is also O(knq).

The security level offered by Protocol-I heavily depends
on the parameter q. In fact, the only attack that could lead to
information loss works as follows. Suppose that party Pk−1

wants to find out which of the q columns of Mk corresponds
to ~Xk. In order to do so, Pk−1 randomly generates a num-
ber r ∈ [1, q] and concludes that the r-th column of Mk

corresponds to ~Xk. The probability that the r-th column of
Mk is indeed ~Xk is 1

q . However, even if r = t (i.e. the r-

th column of Mk is indeed ~Xk), party Pk−1 simply has no
guarantee that the column chosen is indeed the one sought.
In other words, there is no attack that would allow Pk−1 to
find (with probability 1) the components of ~Xk. The same
is true for the other parties.

One method to increase the security offered by Protocol-
I works as follows. First, party Pk randomly generates
n indices c1, c2, . . . , cn, where 1 ≤ ci ≤ q for all i.
Then, Pk forms an n × q boolean matrix Mk, such that
Mk[i, ci] = ~Xk[i] for all i, and the rest of the entries in Mk

are randomly generated. For each i = k, k− 1, . . . , 2, party
Pi sends Mi to partyPi−1. Upon receiving Mi, Pi−1 forms
a new matrix Mi−1 such that Mi−1[l, c] = Mi[l, c] ~Xi−1[l].
Finally, P1 sends the matrix M1 to Pk, who finds that
~X1 · . . . · ~Xk = M1[1, c1] + . . .+M1[n, cn]. Since only Pk

knows the indices c1, c2, . . . , cn, only Pk finds the scalar
product ~X1 · . . . · ~Xk. Definitely, Pk can share this scalar
product with the other parties. This variant of Protocol-I,
denoted by Protocol-II, is given in Figure 3.

We note that, as in Protocol-I, the time complexity of
Protocol-II is O(knq). The communication complexity is
O(knq) as well.

Regarding the security offered by Protocol-II, consider
the same probabilistic attack discussed earlier. More pre-
cisely, Pk−1 wants to find out which of the q entries in
Mk[i,−] corresponds to ~Xk[i], for all i = 1, 2, . . . , n. In or-
der to do so, Pk−1 randomly generates r1 ∈ [1, q],. . .,rn ∈
[1, q], and concludes that the ri-th entry in Mk[i,−] is
~Xk[i], for all i = 1, 2, . . . , n/2. The probability that ri = ci

for all i = 1, 2, . . . , n is 1
qn . When n is large, this means

that even a value of 2 for q might suffice. In the case of
Pk−1, if ri = ci for at least some i, then Pk−1 will have the
chance to find partial information about ~Xk, but, as stated
earlier, Pk−1 simply has no guarantee that ri = ci for at
least some i. So, in conclusion, if we care about partial in-
formation loss, then Protocol-I provides a higher security

level. If we do not care about partial information loss, then
Protocol-II is more secure.

Input: ~X1, ~X2, . . . , ~Xk , and q

Output: the scalar product ~X1 · ~X2 · . . . · ~Xk

1: Pk randomly generates the indices c1, c2, . . . , cn, each of
2: them in the interval [1, q].
3: Pk forms an n× q matrix Mk , such that Mk[i, ci] = ~Xk[i]
4: for all i, and the rest of the entries in Mk are randomly
5: generated.
6: FOR i = k downto 2 DO
7: Party Pi sends Mi to party Pi−1. When Pi−1 receives
8: Mi, it forms an n× q matrix Mi−1, where
9: Mi−1[l, c] = Mi[l, c] ~Xi[l].
10: ENDFOR
11: P1 sends M1 to Pk . Upon receiving M1, Pk finds that
12: ~X1 · ~X2 · . . . · ~Xk = M1[1, c1] + . . . + M1[n, cn].

Figure 3. Protocol-II

Example 2 Let P1,P2,P3 be three parties that want to col-
laboratively compute the scalar product ~X1 · ~X2 · ~X3 using
Protocol-II, where ~X1, ~X2, ~X3 are the vectors from Example
1. Also, assume that q = 4, c1 = 3, c2 = 1, c3 = 4, c4 = 2,
c5 = 2, c6 = 4, and

M3 =


0 1 1 1
1 0 1 1
1 1 0 1
0 0 1 0
1 1 0 1
1 0 1 1

 .

It can be easily seen that M3[i, ci] = ~X3[i] for all i. The
rest of the entries in M3 are randomly generated. Also, it
can be easily checked that

M2 =


0 1 1 1
0 0 0 0
1 1 0 1
0 0 1 0
1 1 0 1
1 0 1 1

 ,M1 =


0 0 0 0
0 0 0 0
1 1 0 1
0 0 1 0
1 1 0 1
1 0 1 1

 .

In the last step of the protocol, P1 sends M1 to P3. At this
point, P3 finds that ~X1 · ~X2 · ~X3 =

∑6
i=1 M1[i, ci] = 3.

Since the ci’s are available only to P3, the parties collab-
oratively compute the scalar product without any party re-
vealing its own vector to the other parties. Also, it can be
easily checked that the amount of work involved is almost
the same as in Example 1. However, as discussed earlier,
Protocol-II is more secure as long as we do not care about
partial information loss.



Since the randomly generated parameter t (or, in the case
of Protocol-II, the parameters c1,. . .,cn) is available only to
Pk, parties P1,. . .,Pk−1 have no method to find out which
column of the matrix they receive during the protocol leads
to the final scalar product. Therefore, we can say that these
steganography-based protocols are less vulnerable to key-
recovery attacks than the cryptographic protocols proposed
in [10].

4. Security

Denote the probabilistic attack described in Section 3 by
Attack-I. Consider also the following probabilistic attack, in
which one of the parties (say Pk−1) wants to find the vector
~Xk corresponding to Pk: party Pk−1 randomly generates a
boolean column vector of size n and concludes that the gen-
erated vector is ~Xk. The probability that the randomly gen-
erated vector is indeed ~Xk is 1

2n , since there are 2n possible
boolean vectors of size n. Denote this probabilistic attack
by Attack-II. Attack-II is the least efficient attack that can
be applied to any protocol for this problem.

However, in the case of Protocol-I, if q ≥ 2n and
every possible boolean vector of size n is present within the
columns of Mk, then Attack-I is as inefficient as Attack-II.
Also, in the case of Protocol-II, if q ≥ 2 and both values
(0 and 1) are present in each row of Mk, then Attack-I is as
inefficient as Attack-II. Therefore, in these cases, Protocol-I
and Protocol-II are at least as secure as any other possible
protocol for this problem, since Attack-II can be applied to
any protocol and Attack-II is also the least efficient attack
that can be applied to any protocol for this problem. This
is indeed true, since Attack-I and Attack-II are the only at-
tacks that can be applied to Protocol-I and Protocol-II.

5. Implementation

We have implemented Protocol-I, Protocol-II, and the
second cryptographic protocol proposed in [10]. As in [10],
we have implemented their second cryptographic protocol
using the Okamoto-Uchiyama public-key cryptosystem [8].
All protocols were tested on a GenuineIntel server with an
Intel Pentium 4 CPU at 2.40GHz.

The results are reported in Table 1. As one can see,
Protocol-I and Protocol-II are much faster than the sec-
ond cryptographic protocol proposed in [10], mostly due to
the fact that there are no modular exponentiations or other
cryptographic functions involved in Protocol-I or Protocol-
II. Also, since the time complexities of Protocol-I and
Protocol-II are the same, their runtimes are almost the same.

Table 1. Comparisons between our ste-
ganography-based protocols (Protocol-I and
Protocol-II) and the second cryptographic
protocol given in [10] (denoted by OU)

k n Protocol-I Protocol-II OU
1,000 0.02sec 0.03sec 9.27sec
5,000 0.07sec 0.07sec 25.10sec

5 10,000 0.14sec 0.14sec 52.65sec
50,000 0.66sec 0.68sec 6.67min

100,000 1.31sec 1.34sec 17.41min
1,000 0.03sec 0.03sec 17.70sec
5,000 0.13sec 0.14sec 49.40sec

10 10,000 0.27sec 0.27sec 1.75min
50,000 1.32sec 1.33sec 13.32min

100,000 2.63sec 2.70sec 34.86min

6. Applications in Medicine

We can use the above multi-party protocols in the con-
text of comparing health care records in a privacy protecting
manner as follows. Consider the case of two parties where
each party has a vector of records. Let the records with party
one be R1

1,R1
2,. . ., R1

n. Treat this sequence as a vector ~R1.
Let the corresponding records with party two be R2

1,R2
2,. . .,

R2
n. Let this sequence constitute vector ~R2. Assume that

we are interested in finding the difference |R1
i − R2

i |, for
1 ≤ i ≤ n. Assume also that the two parties do not want
to share their records with each other and there is a trusted
party who is in-charge of computing the differences with-
out knowing the individual records themselves. Under this
setting, party one generates an n× q matrix M . It stores R1

i

in a random column ci of matrix M , for 1 ≤ i ≤ n. The
other elements of M are chosen randomly. Party one then
sends this M to party two. Party two modifies M as follows:
M [i, j] = |M [i, j] − R2

i |, for 1 ≤ i ≤ n and 1 ≤ j ≤ q.
The modified M is sent to the trusted party. The trusted
party also receives the column numbers ci (for 1 ≤ i ≤ n)
from party one. Thus the trusted party will be able to in-
fer the differences of interest from the M it receives from
party two. Note that neither party one nor the trusted party
gets to see ~R2. Also, the trusted party does not get to see
~R1. The probability of party two guessing ~R1 is 1

qn . The
above technique can be generalized to a multi-party scheme
easily. One possibility is for the trusted party to compute
pair-wise differences of records (using the above two-party
algorithm) and then compute averages.



7. Conclusions and future work

In this paper, we have focused on the problem of pri-
vately mining association rules in vertically distributed
boolean databases. We proposed two steganography-based
multi-party protocols for evaluating itemsets that preserve
the privacy of the individual parties. The two protocols are
shown to be not only at least as secure as other protocols for
the same problem, but also much faster. As future work, it
would be interesting to design and test parallel variants of
the proposed multi-party protocols.
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