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Abstract

In this paper, we investigate the reliable data transport problem in underwater sensor networks. Underwater
sensor networks are significantly different from terrestrial sensor networks in two aspects: acoustic channels are used
for communication and most sensor nodes are mobile due to water current. These distinctions feature underwater
sensor networks with low available bandwidth, large propagation delay, highly dynamic topology, and high error
probability, which pose many new challenges for reliable data transport in underwater sensor networks. In this
paper, we propose a protocol, called segmented data reliable transport (SDRT), to achieve reliable data transfer in
underwater sensor network scenarios. SDRT is essentially a hybrid approach of ARQ and FEC. It adopts efficient
erasure codes, random forward-error correction codes transferring encoded packets block by block and hop by hop.
Compared with traditional reliable data transport protocols, SDRT can reduce the total number of transmitted packets
significantly, improve channel utilization, and simplify protocol management. In addition, we develop a mathematic
model to estimate the expected number of packets actually needed in both of the single-receiver and multiple-receiver
cases. Based on this model, we can set the block size appropriately to enable SDRT to address the mobile nodes.
We conduct simulations to evaluate our model and SDRT. The results show that our model can closely predict the

number of packets actually needed, and SDRT is energy efficient, and can achieve high channel utilization.

I. INTRODUCTION

Sensor networks have been envisioned as powerful solutions for many applications, such as monitoring, surveil-
lance, measurement, control and health care, etc [15], [22], [17], [26], [11]. Recently, applying sensor networks in
aquatic environments (i.e., building underwater sensor networks) has received growing interests [27], [19], [18], [1].
Compared with traditional techniques used in underwater activities such as scientific exploration and commercial
exploitation, underwater sensor networks empower us to monitor or detect phenomena more accurately and timely
in extended areas.

As in terrestrial sensor networks, for mission critical applications, reliable data transport is demanded in under-

water sensor networks. To design a good reliable data transport protocol, a natural concern is the energy efficiency



issue since, similar to terrestrial sensor nodes, nodes in underwater sensor networks are usually also powered by
batteries. Maybe it is even more difficult to recharge or replace batteries in harsh aquatic environments. Besides
energy consumption, there are several other important issues to consider due to the significant distinctions between
underwater sensor networks and terrestrial sensor networks, which we describe as follows.

First, acoustic channels are used for communication. In underwater environments, radio does not work well
due to extremely limited propagation distance, thus acoustic channels are employed. The propagation speed of
acoustic signals in water is about 1.5 x 10% m/s, five orders of magnitude lower than the radio propagation speed
(3 x 108 m/s). In addition, the available bandwidth of underwater acoustic channels is limited and depends on
both transmission range and frequency [8], [24], [5], [6]. According to [9], nearly no research and commercial
system can exceed 40 km X kbps as the maximum attainable range X rate product. Moreover, underwater acoustic
channels are affected by many factors such as path loss, noise, multi-path, and Doppler spread. All these cause
high error probability in acoustic channels.

Second, underwater sensor nodes are passively mobile. Empirical observation suggests that water current move
at the speed of 3-6 kilometers per hour in a typical underwater condition. In an underwater sensor network, almost
all the sensor nodes (except some fixed nodes equipped on surface-level buoys) are mobile due to water current !
This kind of node mobility results in a highly dynamic network topology.

The above distinctions confer underwater sensor networks new characteristics: large propagation delay, low
communication bandwidth, high error probability, and high topology dynamics. All these characteristics pose many

new challenges for reliable data transport in underwater sensor networks.

A. Design Challenges

The new characteristics discussed above make many common wisdoms in reliable data transport undesirable for
underwater sensor networks.

1) End-to-End approach does not work well for underwater sensor networks: Broadly speaking, there are two
approaches for reliable data transport, namely end-to-end and hop-by-hop. Some recent studies [25], [10], [23]
show that the end-to-end approach is infeasible for sensor networks. This conclusion still holds in underwater
sensor networks, and is additionally justified by the high channel error probability and the low propagation speed
of acoustic signals: the high channel error probability makes the probability of successfully transferring data from
end to end almost approaching to 0, as results in too many retransmissions for a successful packet delivery; the low
propagation speed of acoustic signals (1500 m/s) will cause very large end-to-end delay, or RTT, which introduces
difficulty for the two ends to manage data transmission timely.

2) Excessive feedbacks from the receiver are not desirable for underwater sensor networks: In order to transfer

data reliably, many protocols use ARQ (Automatic Repeat Request), in which the receiver needs to send feedbacks

'In this paper, we mainly discuss “mobile” underwater sensor networks, where sensors are not fixed, and can passively float with water

current. This feature is common in a wide range of aquatic applications, such as estuary monitoring and submarine detection.



to the sender, requesting for retransmission if packets are lost. The feedbacks from the receiver is useful for the
sender to well control the number of packets to send as many as the receiver needs. However, excessive feedbacks
from the receiver is not desirable for underwater sensor networks.

First, many feedbacks cause low channel utilization in underwater sensor networks. Though the bandwidth of
acoustic channels is relatively low compared with that of RF channels, the propagation speed of sound (1500 m/s)
is even lower compared with that of radio. Thus, even for hop-by-hop communication, RTT is relatively large. If
the sender uses feedbacks from the receiver to pace its sending rate, the utilization of communication channels will
be very low.

Second, the protocols featured with many feedbacks are not energy efficient in underwater sensor networks. In
such protocols, lost feedbacks from the receiver not only degrade channel utilization, but also make the sender to
re-transmit packets that are already successfully received. Additionally, in densely deployed sensor networks, there
may be multiple sensor nodes in the transmission range of a sender, and they can overhear the transmission of the
same packets from the sender. In this scenario, if a receiver requests for the retransmission of lost packets, other
receivers have to consume energy to overhear the duplicate packets. Furthermore, the communication of feedbacks
also consumes energy. Moreover, the requirement for feedbacks from receivers possibly causes the contention for
medium, which is another source of energy waste [28].

Third, in the protocols that require many feedbacks, senders and receivers are overloaded with the feedback-
related duties. The protocols have to address many problems resulted from excessive feedbacks such as timeout
problem and synchronization between transmissions of data packets and feedbacks. In such protocols, both the
senders and receivers have to keep track of lost packets. Sometimes each sender has to keep a timer for each
packet per receiver. The problems become more complicated in underwater sensor networks due to the fact that
the distance between senders and receivers plays a significant role on propagation delay.

In short, excessive feedbacks cause some problems that are more serious in underwater sensor networks, thus
are undesirable for underwater sensor networks.

3) Pure feedback-free protocols are not energy efficient: Some reliable data transport protocols resort to Forward-
Error-Correcting (FEC) to overcome the problems caused by excessive feedbacks. In a FEC approach, the sender
keeps sending encoded packets, and the receiver keeps receiving encoded packets. At the receiver side, lost packets
are ignored, and original data packets can be reconstructed after enough number of encoded packets successfully
received. The management of feedback-free protocols using FEC is usually simple in that encoding and decoding are
the only additional overhead introduced to the sender and receiver respectively. However, FEC essentially exploits
redundancy for reliability. In other words, additional energy is wasted to achieve reliable data transport. In sensor
networks, due to energy constraints, pure FEC protocols may not be a good choice.

4) Very large bulk data transmission is not suitable in underwater sensor networks: In the target underwater
sensor networks, most nodes are mobile, therefore, there is no long-lasting fixed neighborhood, i.e., the communi-

cation time between any pair of sender and receiver is limited. Moreover, the bandwidth of communication channels



is relatively low, and the propagation delay is very high. These factors restrict the sender from sending very large

bulk data one time.

B. SDRT Overview and Contributions

Summarizing the above discussions, we want to design a reliable data transport protocol for underwater sensor
networks, with the goals of energy efficiency, high channel utilization and simple protocol management. In this
paper, we propose a protocol called, Segmented Data Reliable Transport (SDRT). It is essentially a hybrid approach,
exploring both FEC and ARQ.

The target sensor networks are relatively dense, with nodes working in low-power transmission range (less than
100 m). The available data rate in such networks is expected to be between 10kbps to 50kbps. SDRT assumes that
receivers can detect corrupted packets. This can be done by adding some redundant information in each packet.
When a packet is totally lost or unrecoverable from corruption, this packet is treated as lost. In this paper, we are
interested in reconstructing lost packets, not error-correction within packets.

In SDRT, the data source first groups data packets into blocks. The data packets are delivered from the source
to the destination block by block, and hop-by-hop. An intermediate node encodes each data block using random
forward-error correction codes and pumps encoded packets into its channel. When a receiver receives the encoded
packets, it decodes and reconstructs the original block. After the reconstruction is done, the receiver encodes the
block again and relays the block to the nodes in next hop. For each relay of a block, the sender keeps pumping
encoded packets until receiving a positive feedback from next hop.

Our contributions can be summarized are follows:

o We design a reliable data transport protocol, SDRT, which can well satisfy the harsh requirements in un-
derwater sensor networks: efficient random forward-error correction codes enable SDRT to improve channel
utilization significantly and relieve both senders and receivers of handling excessive feedbacks as in ARQ-based
approaches; more important, SDRT reduces the number of actually sent packets compared with traditional data
transport protocols.

e Our SDRT protocol also helps to address the dynamic network topology problem due to sensor node passive
mobility. By setting the appropriate block size, SDRT controls the transmission time of each block, therefore,
loosens the requirements for the underlying routing protocol to select next hop. The central issue for setting
block size is to estimate the number of packets actually transmitted. In this paper, we develop a mathematical
model to enable the sender to estimate the expected number of actually needed packets and thus, set the block
size appropriately.

o We conduct simulations to evaluate our model and SDRT. The results show that our model can closely estimate
the expected number of packets transmitted, and SDRT is energy efficient, and can achieve high channel

utilization.

The rest of this paper is organized as follows. We first give a brief review of random forward-error correction codes
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in Section II and present our SDRT protocol in Section III. After that, we develop a mathematical model to estimate
the expected number of packets transmitted and the block size in Section IV-A. We then conduct simulations to
evaluate our model and SDRT, and present the results in Section V. Finally we discuss several seminal proposals

on reliable data transport in sensor networks in Section VI. We conclude our paper in Section VII.

II. RANDOM FORWARD-ERROR CORRECTION CODES

Before introducing our codes, we first give some definitions. We call original n messages as data packets, all
other messages are called check packets. In this paper, we use packet to refer to a data packet or a check packet.
XOR operation is denoted as ¢. Let P, and P, be two packets of the same size, then P, & P» is the result of
bitwise-XOR’ing packets P; and Ps.

Random forward-error codes are one type of erasure codes, which typically encode a set of the original n
packets into a set of /N encoded packets, where N > n, i.e., I = N — n redundant packets are generated. In order
to reconstruct n original packets, the receiver has to receive a certain number (larger than n) of encoded messages.
The stretch factor, defined as %, is used to measure the redundancy of erasure codes.

Some practical erasure codes are based on Reed-Solomon [20]. However, Reed-Solomon codes are not suitable
for sensor networks due to the limited computation capability of the sensor nodes. Reed-Solomon codes are efficient
for small values of n and [. The encoding time is proportional to n x [ and the decoding time is n x {’, where [’ the
number of redundant packets received. Moreover, the encoding and decoding algorithms require field operations.
The computation overhead on the sensor nodes is too high to decode and encode packets using Reed-Solomon
codes.

Tornado codes [14][13][4] are preferred in many network applications[4][3][2] in that they can be easily and
fast encoded and decoded. The encoding and decoding of Tornado codes only involve XOR operations which are
suitable for the limited computation capability of sensor nodes. The encoding and decoding algorithms of Tornado
codes are faster than other coding methods such as Reed-Solomon codes. However, Tornado codes use a muti-layer
bipartite graph to encode and decode the packets, which results in high computation and communication overhead.

LT codes [12] are very similar to Tornode codes since they have the same encoding and decoding methods.
The difference between LT codes and Tornado codes is that they have different degree distributions used in
encoding algorithm. Moreover, LT codes use only a two-level bipartite graph in encoding and decoding algorithms.
Additionally, LT codes are not systematic codes whereas Tornado codes are.

Both Tornado codes [14] [13] [4] and LT codes [12] are two types of light weight erasure codes in that both
encoding and decoding algorithms have low computation requirement, which is suitable for sensor nodes. However,
they are inapplicable to sensor networks for the following reasons. First of all, Tornado codes and LT codes are
designed for the large number of data packets. This is not true in sensor networks, especially for mobile networks
where transmission time between the two nodes are very limited because of the node mobility. Second, both Tornado

codes and LT codes generate a bipartite graph. The degree distributions used in Tornado codes and LT codes result
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in high-degree nodes in the graph. The large degree of nodes in the graph causes large overhead for each packet. For
example, In Tornado Z [14][13], the degree of node in graph can be 200. This is unacceptable in sensor networks.
We expect that packet size in sensor networks are relatively limited, therefore, the degree of nodes in the graph
has to be very limited.

Inspired by Tornado codes and LT codes, we propose random forward-error correction codes for underwater
sensor networks. Random forward-error correction codes have the same encoding and decoding methods as Tornado
codes and LT codes. Random forward-error correction codes use one two-layer bipartite as in LT codes. In this
sense, random forward-error correction codes are simplified Tornado codes. However, the degree distribution used
in encoding algorithm is different from Tornado codes and LT codes. We now brief the encoding and decoding
algorithms of random forward-error correction codes as follows.

a) Encoding: The encoding algorithm in random forward error-correction codes is equivalent to constructing
a bipartite graph where the nodes in the first level are only randomly connected to the nodes in the second level.
In the graph, the nodes in the first level denote original data packets, and the nodes in the second level are the
XORs of all their neighbors (nodes) in the first level. The randomly ordered packets including both data packets

and check packets constitute the final encoded packets.

Fig. 1. An example of random forward error correction codes

An example of random forward-error codes is shown in Fig. 1. In this figure, di,do, ..., ds denote the original
data packets. ¢c; = dy ® dy ® ds, co = di B ds B db, c3 = dy & dy are the check packets.

In a bipartite graph, an edge is an edge of degree i on the left (right) if it is adjacent to a node of degree ¢ on the
right (left). For example, in the graph shown in Fig. 1, edges adjacent to node d; are edge of degree 2 on the left
since node d; is a node with degree 2 on the right. A bipartite graph is determined by two edge-degree vectors,
namely, left degree vector A = (A1, Ag, -+, Aps) and right degree vector p = (p1,p2, -, pa), Where \; is the

fraction of edges with the degree ¢ on the left and p; the fraction of edges with the degree of ¢ on the right. Thus



for Fig. 1, A = (%, g) and p = (0, %, g). Given these two vectors, we can generate the bipartite graph by a simple
method suggested in [14].

b) Decoding: The encoding process of random forward error correction codes is to construct a graph from
left to right. While, the decoding process of random forward error correction codes is to reconstruct the graph from
the right level to the left level.

In each decoding step, for a node on the right side, if all but one of its neighbors are known, then this lost
packet can be recovered by XOR all the related packets. For example, in Fig. 1, suppose packet d; is lost, we can
reconstruct di by do & d3 & c;. For a graph, its decoding graph consists of the nodes on the left side that are lost
and not decoded yet, all nodes on the right side and all the edges between them. One decoding step is equivalent
to finding a node of degree 1 on the right side in the decoding graph, and removing it, its left neighbor and all
edges adjacent to its neighbor from this decoding graph. This procedure is repeated until all the lost packets are
reconstructed or no more node of degree 1 on the right side.

Same as Tornado codes, random forward error-correction codes have encoding time and decoding time propor-
tional to N ln(%)P, where P is the length of each packet, IV is the number of encoded packets and ¢ is the decoding
inefficiency factor, i.e., (1 4 €)n packets are needed for a receiver to reconstruct n packets [14].

From the encoding and decoding algorithms, we can see that the degree distribution in random forward-error
correction codes is determined by the two vectors, A and p. Random forward-error correction codes have no
requirement on the degree distribution except the minimum degree and maximum degree. As proved in [14], to
make the decoding of Tornado codes efficient, the first two elements of the left degree vector should be 0, i.e.,
A1 = A2 = 0. In other words, the left degrees of nodes are at least 3. This conclusion is drawn based on combinatorial
arguments. It still holds in random forward-error correction codes. In random forward-error correction codes, the
graph structure used in encoding is transmitted from the sender to the receiver. The graph structure is included
in each packet. Therefore, the maximum degree, M has to be determined by the packet size and very limited.
The inclusion of the graph structure in packets also allows the dynamic graph structure which eases the encoding

algorithm since the encoding algorithm does not have to address the different graph structure caused by randomness.

III. PROTOCOL DESIGN

The key idea of the segmented data reliable transport (SDRT) protocol is to transfer encoded packets (using
random forward-error correction codes), block by block and hop-by-hop. In order to reconstruct the original data
packets, the receiver has to receive sufficient encoded packets. Because the node mobility in underwater environment
results in short communication time between any pair of sender and receiver, the transmission time for the encoded
packets is limited. Thus SDRT has to guarantee that the receiver can receive enough encoded packets in such a
limited time interval. By setting the block size n (the number of original data packets in each block) appropriately,
SDRT can control the transmission time and allow the receiver to be able to receive enough packets in order to

reconstruct original block even in node motion.



A. Segmented Data Reliable Transport (SDRT)

In SDRT, a data source first groups data packets into blocks of size n, i.e., there are n data packets in each
block. Then the source encodes these blocks of packets, and sends the encoded blocks into the network. The data
packets are forwarded from the source to the destination block by block and each block is forwarded hop-by-hop.

In each hop-by-hop relay, the sender keeps sending the encoded packets until receiving a positive feedback from
the receiver. While receiving packets, the receiver tries to reconstruct the original data packets. If the reconstruction
is successful, it sends back a positive feedback. On reception of a feedback, the sender stops sending packets, while
the receiver encodes the original data packets again and relays them to the next hop.

The operations performed on the sender and the receiver are presented in the following.
Sender

1) Encodes a block using random forward-error correction codes.
2) Keeps pumping a stream of encoded packets (in a random order), until receiving a positive feedback

from the receiver.
Receiver

1) Keeps receiving packets until it can reconstruct the original data packets, and sends a positive
feedback to the sender. *

2) Encodes the reconstructed packets again and relay them to the next hop.

From the above description, we can see that SDRT unloads the burden of the sender and the receiver by requiring
only one feedback per block. The sender has no additional responsibility except encoding and injecting packets,
and the receiver only needs to send one feedback after reconstructing the original packets.

1) Discussions: Multiple receivers In underwater sensor networks, it is common that there are multiple nodes
in the transmission range of a sender. All these nodes can overhear the transmission of the same packets and they
are potentially capable of relaying the block to the next hop. As pointed in [10], sometimes it is necessary for
the underlying routing protocols to provide alternative paths to overcome link failures. Our SDRT protocol can be
smoothly integrated with the routing protocols that support alternative paths to improve the network robustness. In
fact, our later theoretical analysis and simulation results will show that SDRT performs even better in multiple-
receiver case.

Energy consumption In SDRT, a sender keeps sending randomly ordered encoded packets into the network until
receiving a positive feedback for the target block. On the one hand, this improves the channel utilization since
the sender doesn’t need to wait the feedback from the receiver to send subsequent packets. On the other hand, as
shown in Section V, SDRT actually reduces the number of packets transmitted, therefore, saves more energy.

Recall that SDRT is a transport protocol not a routing protocol. The highly dynamic network topology issue in

underwater sensor networks is a major concern of the underlying routing protocols. However, SDRT contributes

*In real implementation, the feedback can be sent several times to make sure that the sender receives the feedbacks.



to address this problem by setting appropriate block size such that the next hop has sufficient time to reconstruct
the whole block even in motion. The block size n is determined by many factors such as the implementation of
random forward-error correction codes, the mobile speed of nodes, the bandwidth of communication channels, the
propagation speed and the distance between the sender and the receiver. We will present an approach to estimate

the block size, n, in section IV-C.

IV. ANALYSIS

In this section, we present an estimation model for the expected number of packets transmitted for both single-
receiver case and multiple-receiver cases. We also discuss how to estimate block size for SDRT. Since the encoding

and decoding algorithms are randomized.

A. Mathematical Models for Random Forward-Error Correction Codes

We have the following assumptions for the random forward-error correction codes we use. First, we assume
packet loss is independent. Second, we assume that the sender sends at most three rounds of encoded packets to
guarantee the receiver successfully recovers the original data packets. This can be achieved by selecting appropriate
left degree vectors and right degree vectors. Our model can be easily extended to random forward-error correction
codes with more than 3 rounds.

We still use bipartite graphs to denote random forward-error correction codes. Let G = {V, E'} be the bipartite
graph, where F is the set of edges and V is the set of nodes in the graph. V = DU C and DN C = ¢, where D
is the set of data packets and C' is the set of check packets. The edges in G randomly connect the nodes in D and
the nodes in C. For each node v € C, we define a box, b, = {u|u = v,or uwv € E}. Thus, for each node v € C,
there is a corresponding box, which is the set of this node and its neighbors. There are |C| totally boxes in graph
G. If the left degree of node v € C' is 4, we say the degree of b, is ¢ and the capacity of b, (i.e., the number of
nodes in this box) is ¢ + 1. We call the set of all the boxes with the same degree a cluster. The cluster of boxes
with degree 7 is denoted as B;.

For a sender-receiver pair, the receiving process at the receiver side is equivalent to filling packets into |C| boxes.
When a check packet is delivered successfully, it is equivalent to putting one packet into one box. If a data packet
of degree j is received, it is equivalent to put j packets into j different boxes. For clarity, we refer the packets
generated by a data packet or a check packet to replicas. The replicas generated by the same data packet are called
sibling replicas.

We assume that sibling replicas are independent of each other. This assumption is reasonable to some extent
since sibling replicas are independently and randomly put into different boxes. When a box of capacity k is filled
with k — 1 or k replicas, we consider this box full, i.e., all the replicas in this box can be recovered. When the
associated packet is reconstructed, all the replicas generated by this packet are considered to be recovered. Thus,

in random forward-error correction codes, one full box can potentially cause other boxes full.
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We still use A and p to specify the edge-degree vectors, i.e., A = {A1,\a,..., Aar} is the left degree vector

and p = {p1,p2,...,pnm} is the right degree vector. We use p to denote the erasure probability, n to denote the
number of data packets or block size, and 1 + [ to denote the stretch factor. Then |D| = n, = nf, and
= |C|+ |D| = (1 + B)n. It is easily to prove the following lemmas.
Lemma 1: The average degree of data packets, [ = E%, and the average degree of check packets, r = E,lpj .

J T

Proof: Assume the total number of edges is F, by deﬁnltlon the number of edges of degree ¢ on the left is E\;,

therefore, the number of data packets of degree i is £

degree of data packets is calculated as:
I = 1><E/\1 + 2><EA2 N MXE% _ B+ Azt +)\M) E 1

Z' ) EXj - EX; EX; T
J j

2 ¥, 4 zj%'
Similarly, the average degree of check packets is r =

i i i
] Fi J
1

P .
¥,;-L
7

pIPRi
Lemma 2: Given the left degree vector A, right degree vector p and the number of data packets n, then § = E’ i

Proof: By lemma 1, we know the average degree of data packets is [ = S ﬂj and the average degree of check

77

packets is r = E—. Since the number of edges emanating from data packets is equal to the number of edges
7
. .2
entering check packets, we get, n x [ = 8 x n x r. Therefore, § = 1 = 2] 3

Zix(i+1)
S5 (L x(j+1)
Proof: For a check packet of degree i, the capacity of the corresponding boxes is ¢ + 1. The number of boxes of

Lemma 3: The probability that a replica is put into a box in cluster B; (called the ration of B;), ¢; =

degree i is E/ x £+, Therefore, the total capacity of all boxes is X, E x p £ % (j + 1). The capacity of the cluster

with degree i is E' x &t x (i 4 1). For any replica, the probability that this rephca is put into the cluster with degree
Ex 2 (i41)

3;Ex %’ x(j+1)

Li(i+1)

TS X+

7 1S

Lemma 4: For a randomly selected packet, the probability that this packet is a check packet, p. = the

B8
Bg+1°
probability that this packet is a data packet, pg = 1 —p. and the probability that this data packet has degree

i
018 pg X —5—.
Da >, 0

Proof: Since the total number of packets is (5 + 1)n, the number of check packets is Sn. Therefore, for a randomly

_ 1
=

selected packet, the probability that this packet is a check packet, p. = and the probability that this packet is a

- B+1

data packet, pg = 1— BJﬂrl T +1 The number of data packets of degree i is E x 2, where E is the total number of
*i

edges, the number of data packets is 3; F X A , therefore, the probability that a data packet has degree 7 is pqg X SR

J

J

From lemma 2, we can see that left degree vector A, right degree vector p and the number of data packets
determine random forward-error correction codes. In this rest of this paper, we use [ to denote the average degree
of data packets, ¢; to denote the ration of B;, p; to denote the probability of data packets, and p. to denote the
probability of check packets. Then we can define a function O(z) to represent the number of replicas generated

by x packets as follows O(z) = xpg X | + x X pe.



B. The Estimation of The Expected Number of Packets Transmitted

In this subsection, we first present a model to estimate the expected number of packets actually needed by the
receiver to reconstruct original data packets for the case of single receiver, then we extend the model for the case
of multiple receivers.

1) Single receiver: Let f(x) be the probability that the receiver reconstructs original data packets given that z
packets has been sent out before. Let d(1|z) be the probability that a successfully delivered packet is duplicate
given that x packets has been sent out before and r(1|z) be the probability that the receiver can reconstruct original
data packets when a non-duplicate packet is successfully delivered given that x packets has been sent out before.
Then, we have

flz+1) =pf(z) + (1 - p)(d(l]z)f(z)
+(1 —d(1|z))r(1]z)) (1)
f(0)=0

Calculating d(1|z): When there is no packet sent before, it is impossible that the new packet is duplicate. In
the first round of transmission of the encoded packets, the only chance for the new packet is duplicate is that it has
been recovered earlier. After the first round of transmission, the new packet can be received or recovered before. If
we use R(x) to denote the expected number of packets received or recovered by the receiver given that = packets

are sent out before, then we have d(1|x) and R(z) as follows.

0 T =
d(lje) = § BRAD o<z <N @)
R](f x>N

and
Rz+1)=R(z)+ (1 —d(llz)) x (1 —p)

«(D(x,1) + 1) 3)
R(0)=0
where D(z,1) is the number of newly recovered packets when a non-duplicate packet is delivered given that x

packets are sent out before, and it is evaluated as

D(e.1) = (N = B(w) 1) x (1 = (1= =)™ @)

In Equation 4, 6(x) is the number of replicas newly recovered when a non-duplicate packet is delivered given that
x packets are set out before, which is computed by algorithm RecoveryReplica(z,1). The second term in the
equation is the probability that a lost packets is recovered caused by the recovery of §(x) replicas. Here we assume
that each of these d(x) replicas has the same probability to be associated with the lost packets. The algorithm
RecoveryReplica(x, 1) is presented as follows.

In random forward-error correction codes, when a box is one replica short, then the lost replica in this box can

be recovered. In Algorithm 1, we count the number of boxes with one replica short as the initial recovered replicas.



Algorithm 1 RecoveryReplica(x,1)
I: t, = N — R(xz) — 1 {t,: number of lost packets}

2: t, = O(R(x)) + I {t,: number of received replicas}
3: I, = O(N) — t, {l,: number of lost replicas}

4. r=20

5: repeat

6:  for all ¢ such that p; # 0 do

7: lri =1 x ¢; {l;;: number of lost replicas in B;}

8: if 1, ; < 1.4 x |B;| then

9: ri=1lp; X (1— ‘Bﬁ)l”*l {ri: number of recovered replicas in B;}
10: r=r-4+rnr;

11: L. =1l —r

12: end if

13:  end for
14: rp,=(1-(1- ti)r) X tp{rp: number of recovered packets}

15:  t, = O(rp) — r{t,: number of extra recovered replicas}

17: ty =tp —1p
18 r=r+4+1,
19: until ¢, < 1

20: return r

Then we compute the number of extra replicas recovered due to these recovered replicas, we repeat these steps until
no more replica can be recovered. The number of boxes with one replica short is very important for the recovery
of lost packets. In Algorithm 1, we make a heuristic about the loop of recoveries, i.e., for each cluster, the loop
of recoveries occurs only when averagely less than half of the boxes in the cluster are 2 replicas short. Since in
such case, most boxes are likely to be one replica short. As shown in the algorithm, line 9 computes the number
of boxes with one replica short for cluster B;. After getting all the number of recovered replica, line 14 computes
the number of packets recovered by these replicas. Then line 15 computes the number of extra replicas recovered.
The procedure from line 5 to line 19 is repeated until there is no more extra replica recovered.
Calculating 7(1|z): We compute 7(1|x) as follows.
0 z=0
r(llz) = ¢ r(l]z — 1)+ S))
(1 —=r(llx—1))V(z,1) otherwise

where V(z,1) is a function to compute the success probability (i.e., the probability that the original data packets
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can be reconstructed) when a non-duplicate packet is delivered given that exact = packets are sent out before, and

it is evaluated as

V(z,1) =) pj x w(x,j) (6)
J

where p; is the probability that a packet has degree j, and the check packets can be considered as packets with
degree 1. The probability, p; can be easily computed using Lemma 4. w(x,j) is the success probability when
the newly added packet has degree j given that x packets have been sent out. It is computed by the algorithm
Recovery(z, j) as follows.

In the algorithm, the success probability, w(x,j) is the product of the success probabilities of all the clusters.
Each cluster has two states, namely recovered, and done. If a cluster is in state done, it means that all the boxes
in this cluster are full. If a cluster is in state recovered, then some lost replicas in this cluster are recovered. If
the number of lost replicas is smaller than the number of boxes in a cluster, we assume this cluster is full and
the success probability for this cluster is 1. After a series of recoveries, if each box in a cluster is less than 1
replica short, the success probability is the probability that these lost replicas are located in different boxes, which
is essentially the bin and ball problem [16], i.e., given m balls and n bins, the m balls are randomly thrown into

—m(m—1)

n bins, the probability that all these balls are in different bins P, < e~ 2» . Line 21 computes the number of

recovered replicas for the clusters whose shortage of replicas per box is less than 2. Line 30 computes the average

number of recovered packets caused by the r recovered replicas. Line 32 computes the number of newly recovered

replicas due to these recovered packets. The loop of recoveries stops when there is no extra replica recovered.
Now, we can evaluate the probability that a receiver recovers the original data packets when the sender sends

out exactly = encoded packets. Let P(x) denote this probability, and it is computed as
P(x) = f(x) - f(x—1) (7)
Then, the average number of packets a sender needs to send can be evaluated as
Ey; =X°,i x P(i) 3)

2) Multiple Receivers: Let R be the number of receivers. When a sender sends one packet, we assume that this
packet is transmitted to R receivers independently.

For one receiver, we use random variable X to denote the number of successfully received packets given that
k packets have been sent out by the sender. We can present X as X = Zj X, where random variable X; has
value 1 if a packet is successfully delivered, and 0 otherwise. Further, we have notations P.(X; = 1) =1 — p and
P,(X; =0) = p. Then, X has a binomial distribution, with expected value as ;+ = k(1 — p) and standard deviation
as 0 = \/k x (1 —p) xp.

For the multiple-receiver case, R receivers are equivalent to R trails of X with the same binomial distribution. If

any one receiver can reconstruct the original data packets, thus sending a positive feedback, the sender then stops



Algorithm 2 Recovery(x,j)

1: t, =N — R(z) — 1 {t,: number of lost packets}

2: t, = O(R(x)) {t,: number of received replicas}

3: I, = O(N) — t, — d {l,: number of lost replicas}

4: repeat

5 r=20

6:  for all ¢ such that p; # 0 do

7 lri =1 x ¢; {l;;: number of lost replicas in B;}
8: if 1, ; < |B;| then

9: if DB, is not marked recovered or done then
10: pi=1

11: r=r+1l;

12: mark B; done

13: end if

14: if B; is recovered then

15: pi = R

16: r=1r+l;

17: mark B; done

18: end if

19: end if
20 if |B;| <l,; <2 x |B;| then
21 r=r+1;x(1- ﬁ)l”
22: pi =0
23: mark B; recovered
24: end if
25: if 1, ; > 3 x |B;| then
26: p; =0
27: end if
28:  end for
2: I, =1, —r

30 rp,=(1-(1- i)r) X tp{rp: number of recovered packets}
3ty =ty — 1y

32 t, = O(rp) — r{t,: number of extra recovered replicas}
330 L. =1 —t,

34: until ¢, < 1

35: return [ p;
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sending packets. In other words, if we can find the expected maximum value among these R trials, we can utilize
the results for one receiver.

We evaluate the expected maximum value of these R trials by the Chebyshev’s Inequality [16], i.e.
1
PrijX —pl 2t < ©)

Let R x Pr[|X — p| > td] < t—’f < 0.1, and we get t > /10 x R. It means that the times that in R trials, X falls
in the range, [ + td, k] is 0.1. In other words, in R trails, X has deviation less than ¢§ for R — 0.1 times. We
estimate the possible maximum value of X in R trails is p + td. Therefore, the expected maximum value of X in
R trails is p + %.

. . . +2 . .
In the case of R receivers, sending n packets has the same effect as sending NTz in the case of one receiver,

L opt _— . k(1—p)+ Y 2ExkrUr) . . .
Le, —* = FE. Substituting u, 6 and t with R, p and n, we get T = F. Solving this equation,
we obtain k, i.e., E'r as follows

4p
From Equation 10, we can easily prove that £, < FEj. that is, the sender actually sends fewer packets when there
are more than one receivers.
Using the Equation 8 and Equation 10, the sender can determine the block size accordingly. Let R be the number

of receivers.

C. Block Size Estimation

As we state earlier, in order to address the node mobility issue in underwater sensor networks, SDRT limits the
transmission time by grouping the original data packets into blocks. The block size, n, i.e., the number of data
packets is determined by many factors such as the stretch factor, the confidence factor, the mobile speed of the
nodes, the bandwidth of communication channels and the propagation speed of sound. We use 1 + 3 to denote the
stretch factor, bw to denote the bandwidth of communication channels, V' to be the propagation speed of acoustic
signals. Further, we denote the possible minimum time interval for the communication between a sender and a
receiver (supported by the underlying routing protocol) as 7;.. Then the block size, n, must satisfy the following
inequity:

yx Erx L _

T, 11
w (11)

where L is the packet size and « is confidence factor. Note that n is actually one important parameter in computing
Er.

If we have n = 1000, 5 = 0.6, bw = 50 kbps, V = 1500 m/s, the erasure probability p = 0.5, the packet size
L = 40 bytes, the left degree vector A = {0,0,0, 1} and the right degree vector p = {0, 0, 0,0, %, 0, %}, in the case
of single receiver, the average number of packets needed is 4185. If v = 1, then the transmission time is less than

26.2 seconds. In other words, a block size of 1000 requires that the minimum time interval for the communication

between a sender and a receiver is at least 26.2 seconds.



V. PERFORMANCE EVALUATION

In this section, we evaluate the accuracy of SDRT estimation model proposed in Section I'V-A and the performance

of SDRT by simulations.

A. Metrics
We define the following metric to measure the performance of SDRT.

1) Goodput: This metric is define as

0 # of original data packets (12)
~ time to send the total packets’

2) Sending inefficiency: This metric is defined as

# of packets sent
o= — . (13)
# of original data packets

We use inefficiency « is used to measure the efficiency of communication. The smaller the sending inefficiency,

the fewer packets are sent into the network, thus, less energy consumption.

B. Accuracy of the Estimation Model

In Section IV-A, we develop a mathematical model to estimate the average number of packets needed for the
receiver(s) to reconstruct the original data packets given the erasure probability, random forward-error correction
code construction, and the number of receivers. In this subsection, we compare the value calculated by our models
with the average value from the simulations.

We have conducted a large number of simulations to evaluate our model under different configurations of random
forward-error correction codes and various parameter settings. Due to the space limit, we only show the results for
three scenarios in Fig. 2, Fig. 3, and Fig. 4. The mean and standard deviation shown in these figures are based on
100 simulation trials. And in these three sets of simulations, the number of data packets is 1000 and the stretch
factor is 1.6.

Fig. 2 shows the results for random forward-error correction codes with uniform degree distribution, e.g., all
the left nodes in the bipartite graph have the same degree and so do the nodes on the right side. In this set of
simulations, there is only one receiver. We set A = {0,0, 1} and p = {0,0,0,0, 1}. We vary the erasure probabilities
from 0.01 to 0.5. From Fig. 2, we can see that the computed value is very close to the average value from the
experiments.

Fig. 3 plots the results for random forward-error correction codes with non-uniform degree distribution, A =
(0,0,0,1) and p = (0,0,0,0, %, 0, %) Again, there is one receiver. From this figure, we can see that though the
degree distribution slightly affects the accuracy of our model, the computed value is still close to the average value

obtained from the simulations.
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Fig. 4 illustrates the accuracy of our model in multiple-receiver case. In this set of simulations, the degree vectors
A = {0,0,0,1}, p = (0,0,0,0, é,O, %), and the number of receivers is 3. This figure tells us that the expected
value calculated by Equation 10 could approximate the average number of packets with an error less than 10%.

It is worth pointing out that the simulation results for uniform degree vectors are relatively higher than what
we predicts based on our model. This figure conforms the conclusion that Random forward-error correction codes
generated by random regular graphs are not optimal [14]. Comparing Fig. 2 and Fig. 3, we can see that different
vectors slightly affect the performance of SDRT, but the effect is not significant.

The implementations of random forward-error correction codes in Fig. 3 and Fig. 4 are same except the number
of receivers. Comparing these two figures, we can see that actual number of packets sent decreases as the number
of receivers increases. This result agrees with Equation 8 and Equation 10. Therefore, SDRT performs better when

the underlying routing protocol supports alternative paths.

6 T T
Model
Average of simulation -+

Number of packets (1000)

. . .
0 0.1 0.2 03 0.4 05 0.6
Erasure Probability

Fig. 2. The computed value vs. simulation results for random forward-error correction codes with uniform degree distribution for single

receiver
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Number of packets (1000)

0.6
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Fig. 3. The computed value vs. simulation result for random forward-error correction codes with non-uniform degree distribution for single

receiver
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Fig. 4. The computed value vs. simulation result for random forward-error correction codes with non-uniform degree distribution for 3

receivers

C. Goodput Improvement

In this set of simulations, we compare the throughput of SDRT with naive ARQ approach and accumulative
ARQ approach in the case of single receiver.

In the naive ARQ approach, the sender sends one packet and waits for the ACK. If the sender does not receive
an ACK in RTT, the sender retransmits the packet. If the sender receives an ACK, the sender then sends the next
packet.

In the accumulative ARQ, the sender adopts a window to control its transmission, the window size is set to 1%’
where p is the error probability, i.e., we expect that there is one lost packet in a window. The receiver acknowledges
the latest in-order packet in its buffer whenever a new packet arrives. From these ACKSs, the sender infers the lost
packet, retransmits the packet and slides the sending window accordingly. Since we assume the sensor nodes use
half duplex communication. They can not send and receive data at the same time. In the accumulative ARQ, the
sender first sends a window of packets and waits for the ACKs. The receiver sends back ACKs in a burst for the
packets of the current sending window.

We set the packet size to 408 and the bandwidth to 10kbps. We check the goodputs of naive ARQ and
accumulative ARQ under two scenarios, i.e., the distances between the sender and the receiver are 60 meters
and 90 meters. The random forward-error correction codes with non-uniform degree distribution, A = (0,0,0,1)
and p = (0,0,0,0, %, 0, g) We conduct 100 trials and calculate the average of the results as shown in Fig. 5 and
6. Note these two figures are the same except the scale.

From Fig. 5 and Fig 6, we can see that goodput of SDRT is two orders of magnitude higher than that of the
naive ARQ and the accumulative ARQ. The naive ARQ performs poorly for two reasons, one is that the sender
has low goodput, the another is attributed to the duplicate packets caused by lost ACK. The accumulative ARQ
improves the naive ARQ approach in that it improves the goodput and is robust against lost ACKs. Even though the
sending window enables the sender to improve the goodput significantly compared with the naive ARQ, its effect

is still limited due to the large RTT and channel error which are the major factors affecting goodput. It is worthy
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noting that distance between the sender and the receiver has no effect on goodput, whereas, it plays a significant

role in both the naive ARQ and the accumulative ARQ in terms of goodput.

D. Effect of Random Forward-Error Correction Codes

In this set of simulations, we evaluate the effect of Random forward-error correction codes in SDRT. We compare
the performance of four protocols from four paradigms, namely, SDRT, data carousel approach, naive ARQ approach
and accumulative ARQ approach. We conduct simulations in both single-receiver and three-receiver scenarios.

For the naive ARQ approach, data packets are not encoded at all. The sender sends a packet and waits for ACK.
After some pre-defined time period, if the sender does not receive ACK yet, the sender retransmits the packet. We
assume that the data packets and ACK packets have the same erasure probability. In the case of multiple receivers,
all the potential receivers can overhear the packet and they can detect lost packets independently. If a node detects
a packet loss, this node sends back a negative ACK, otherwise, sends back a positive ACK. The sender keeps
retransmitting a packet until receiving positive ACKs from all the receivers and then repeats the procedures for
subsequent packets. When we measure the sending inefficiency, we count the number of ACK packets and data

packets actually sent as the total number of packets. This approach is actually PSFQ proposed in [25].
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The naive ARQ approach is vulnerable to the ACK loss, but the accumulative ARQ approach is more robust
against the ACK loss. In the accumulative ARQ approach, data packets are not encoded either. The sender sends
a sending window of packets and slides the sending window based on the ACKs from the receiver. The receiver
always acknowledges the latest in-order packet whenever a new packet arrives. From the ACKs, the sender can
infer which packet is lost and retransmit it. In the case of multiple receivers, each receiver acknowledges the latest
in-order packet whenever it receives a packet. The sender uses the lowest sequence number acknowledged as the
lower bound for the sending window. The sender retransmits all the lost packets until all the receivers receive all
the packets in a sending window. When we measure the sending inefficiency, we count the number of ACK packets
and data packets actually sent as the total number of packets. The accumulative ARQ approach is more efficient
than naive ARQ approach in that a few lost ACKs can not cause the retransmission of data packets.

For the data carousel approach, data packets are not encoded, either. However, there is no need for feedback in
this approach. The sender keeps sending (a block of) data packets in a random order until one of the receivers
receives these data packets successfully.

In these simulations, the number of data packets is set to 1000. For SDRT, the block size is set to 1000 packets
and stretch factor is 1.6, i.e., there are 1000 data packets and 600 check packets in each block. We use the random
forward-error correction code with the left degree vector (0,0,0, 1) and the right degree vector (0, 0,0, 0, %, 0, %)

In the first experiment, the erasure probability is fixed at 0.3 and we vary the network size by changing the
number of hops from 1 to 20. We measure the sending inefficiency of all the three approaches under both the cases
of single-receiver and three-receiver. The results are shown in Fig. 7. From this figure, we can see that the sending
inefficiency of these algorithms are relatively stable. This is attributed to the fact that all these algorithms are based
on hop-by-hop forwarding. Among the three approaches, SDRT has the least sending inefficiency, therefore, fewest
packets are sent, in all cases. In addition, SDRT and the data carousel approach perform better in the case of
three-receiver than in the case of single-receiver. However, this conclusion does not hold in naive ARQ approach
(PSFQ) and accumulative ARQ approach: when there are three receivers, the sender actually sends more packets.
Multiple receivers send more ACKs for the retransmission of a packet. Moreover, lost ACKs cause the sender to
send duplicate packets. The accumulative ARQ approach shows improvements on the naive ARQ approach. Thus,
both the naive ARQ approach and accumulative ARQ approach perform worse when the underlying routing protocol
supports alternative paths.

To compare the performance of these approaches under different erasure probabilities, in the second experiment,
we fix the hop number to 20 and vary the erasure probabilities from 0.1 to 0.5. We check both the single-receiver
case and three-receiver case. The results are shown in Fig. 8. From this figure, we observe that when the erasure
probability increases, the sending inefficiency also increases. SDRT outperforms other approaches under all erasure
probabilities. In the case of single receiver, SDRT reduces inefficiency by half compared with naive ARQ approach
and accumulative ARQ approach and even more for the case of three-receiver. From Fig. 8, we can also observe

the effect of check packets. The benefit of using check packets is more significant when the erasure probability
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increases. Once again, Fig. 8 demonstrates that more receivers actually reduce the sending inefficiency for SDRT
and the data carousel approach. But for the ARQ approach, they cause more packets to be sent.
To summarize, random forward-error correction codes reduce the number of packets under various erasure

probabilities, thus, reducing energy expenditure.
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E. Summary

From our results and analysis, we can conclude that in SDRT, even though the sender has to send some redundant
check packets, the total number of packets that are actually needed are still much smaller than in those approaches
(naive ARQ, accumulative ARQ and data carousel) without check packets. The benefit of check packets is even

more significant in the case of multiple-receiver, which is typical in sensor networks.

VI. RELATED WORK

In the literature, there are several reliable transport protocols proposed for terrestrial sensor networks [25], [21],

[23], [10], [29]. However, due to the significant distinctions between underwater sensor networks and terrestrial
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sensor networks, these protocols are unsuitable for underwater sensor networks. We review and discuss each of the
protocols as follows.

Wan et al. designed PSFQ (Pump Slowly and Fetch Quickly) in [25], which employs the hop-by-hop approach.
In this protocol, a sender sends data packet to its immediate neighbors at very slow rate. When the receiver detect
a packet loss, it has to fetch the lost packet quickly. The rate of fetching lost packet is 5 times as fast as the rate
of transmitting data. However, PSFQ employs ARQ mechanism in the transmission from hop to hop, it suffers the
problems inherited in ARQ paradigms in the case of underwater sensor networks as we discussed in Section I-A.

ESRT (Event to Sink Reliable Transport) is a transport protocol for homogeneous sensor networks, where each
node has the same sending rate [21]. This protocol achieves the reliable detection of an event by controlling the
sending rate of sources. When the sink detects the congestion in the network, it commands all sources to reduce the
sending rate by broadcasting a control message. ESRT uses congestion avoidance techniques to improve reliability
instead of providing reliable data transport, which is different from the problem we are investigating. Furthermore,
the assumptions such as homogeneous sensor networks and instant feedback from the sink are not applicable to
the case of underwater sensor networks.

RMST (Reliable Multi-Segment Transport) and RBC (Reliable Bursty Convergecast) are two other recently
proposed reliable data transport protocols for terrestrial sensor networks [23], [29]. RMST [23] is designed for the
directed diffusion paradigm [7]. In the proposed architecture, reliable data transfer schemes are implemented at
both transport and MAC levels, and ARQ mechanism is adopted. In RBC [29], a window-less block ACK is used
to improve the channel utilization, and a differentiated contention control mechanism is employed to reduce the
end-to-end delay. Both RMST and RBC have the problems inherited in ARQ paradigm when applied in underwater
sensor networks.

In [10], Kim et al. evaluate several methods to improve the reliability of data transport, namely erasure code,
retransmission and route fix. All the methods are implemented and evaluated in a real testbed of Mica2Dot. The
results shows that each of these methods are effective to overcome some failures. However, the erasure codes
evaluated in this work is Reed-Solomon codes [20]. They suggest to look up a table instead to compute for field

operation. However, the table can be very large.

VII. CONCLUSIONS AND FUTURE WORK

The unique characteristics of underwater sensor networks pose many new challenges for reliable data transport.
To address these issues, we have proposed segmented data reliable transport (SDRT) protocol. In SDRT, data packets
are segmented into blocks and encoded using random forward-error correction codes. The application of random
forward-error correction codes reduces the number of packets transmitted in networks and relieves both of the
sender and receivers the burden of lost packet management, therefore, SDRT is energy efficient and light weight.
The appropriate block size enables SDRT to address the highly dynamic network topology problem effectively.

Setting appropriate block size depends on the estimation of the number of packets needed to be sent. We develop
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a model to estimate the number of packets actually needed for data recovery. We evaluate the the accuracy of
the model and the performance of SDRT by simulations. The results show that our model accurately estimates
the number of packets actually sent and SDRT has much higher energy efficiency compared with other types of
approaches.

Future Work We plan our future work in two directions. 1) The most energy efficient reliable data transport is
to retransmit packets only when necessary, i.e., selective repeat. The current version of SDRT uses “‘cumulative”
ACK. We believe that it is worth investigating how selective repeat help to further save energy expenditure; 2)
In this paper, we focus on the design of reliable data transport protocol. Theoretically, it is very interesting and
important to optimize random forward-error correction codes under a limited number of data packets and a limited
degree of check packets. The approaches proposed in [14] are not applicable to underwater sensor networks since
all those approaches are asymptotic behaviors and assumes that the number of data packets is very large and degree

of the graph used in encoding and decoding algorithm can be very large.
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